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Portions of this document are intended solely as an outline of methodologies to be followed during the 
maintenance and operation of the N-Tron® Series NT5000 Gigabit Managed Ethernet Switches 
equipment. It is not intended as a step-by-step guide or a complete set of all procedures necessary and 
sufficient to complete all operations.  

While every effort has been made to ensure that this document is complete and accurate at the time of 
release, the information that it contains is subject to change. Red Lion Controls, Inc. is not responsible for 
any additions to or alterations of the orig inal document. Industrial networks vary widely in their 
configurations, topologies, and traffic conditions. This document is intended as a general guide only. It has 
not been tested for all possible applications, and it may not be complete or accurate for some situations.  

Users of this document are urged to heed warnings and cautions used throughout the document. 

Red Lion Controls acknowledges and recognizes ownership of the following trademarked terms used in 
this document. 
¶ Ethernet is a registered trademark of Xerox Corporation. 

All other marks are the property of their respective owners. 

The hard copy and electronic media versions of this document are revised only at major releases and 
therefore, may not always contain the latest product information. Tech Notes and/or product addendums 
will be provided as needed between major releases to describe any new information or document 
changes. 

The latest online version of this document and all product updates can be accessed through the Red 
Lion web site at www.redlion .net/ support/documentation . 

Additional product information can be obtained by contacting the local sales representative or Red Lion 
through the contact numbers and/or support website address listed on the inside of the front cover.  
  

http://www.redlion/
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It is more important than ever to secure network devices from authorized access, both within and 
outside of your organization. Red Lion strongly recommends installing managed layer-2 switches behind a 
secure network firewall in access controlled locations, and immediately changing all default user accounts 
and passwords, as well as disabling protocols that are not needed in your application. 

Protocols and user names with their default passwords are listed in the table below: 
 

 PROTOCOLS/USERS DEFAULT NAME DEFAULT PASSWORD 

 User Login admin  

 SNMP v1/v2 c read community public 

 SNMP v1/v2 c write community  private 

 SNMP v1/v2 c trap community  public 

The NT5000 ships from the factory with a default admin user account. Upon first login a new admin 
account will be prompted to be created. 

Passwords may not be blank and may not be admin. Passwords will be case sensitive. It is recommended 
that users utilize upper and lower case characters, special characters, and numbers. 

The NT5000 ships with default Community Names for SNMP v1/ v2c operation. SNMP v1/ v2c traffic , 
per the standard, is neither hashed nor encrypted. Therefore, it is Red Lionźs recommendation that 
customers requiring SNMP use SNMP v3, which offers more secure SNMP communication. 

If SNMP v1/ v2c is required in your application, Red Lion strongly recommends changing the default 
SNMP credentials before deployment. 

See the Disabling Unused Protocols section if SNMP will not be used. 

When multiple revisions of a protocol are supported, Red Lion enables the most secure revision by 
default and disables legacy (unsecure) versions of the protocol. We strongly recommend leaving the older 
revisions disabled. 

 

 LEGACY PROTOCOL SECURE PROTOCOL EQUIVALENT 

 HTTP HTTPS 

 Telnet SSH 

Certain network protocols are enabled by default for the best overall out of the box experience. 
However, some of these protocols and devices have the capability of configuring and/or reading network 
settings or causing unexpected network behavior. These protocols and devices should be disabled when 
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they are not being utilized in your network to prevent  unexpected behavior, unauthorized access and/or 
control of your network and individual network devices.  

The following protocols meet these criteria:  
¶ SNMP 

¶ LLDP 
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The NT5000 Gigabit Industrial Ethernet Managed switches offer compact, hardened solutions for 
reliable operation in harsh industrial applications. 

Designed for quick installation and ease of use, the NT5000 series includes a modern graphical user 
interface with a quick start wizard to assist administrators through configuration for fast and easy 
deployment. 

Graphical dashboards and a logical view of the switch provide status and diagnostic information in easy 
to read color-coded gauges, so network engineers can quickly assess conditions that may disrupt network 
stability. 

The NT5000 rugged feature-set includes: 
-  Wide operating temperature range from -40 °C to 85 °C (model dependent) 
-  Redundant power inputs (10-49 VDC) 
-  Shock: IEC 68-2-27: 200 g @ 10 ms Triaxial; non-operational; panel mounted 
-  Vibration: IEC 68-2-6: 15 g @ 5-200 Hz Triaxial; operational; panel mounted 
-  Fastboot (traffic passes <20 seconds) 
-  Configurable alarm contact 
-  Configurable bi-color fault status LED 
-  LED port status indicators 
-  Reverse polarity protection 
-  ESD and surge protection  

The NT5000 is available in 6, 8, 10, 16 and 18 port configurations. 
 

 
MODEL 

10/100/1000BaseT 
RJ45 PORTS 

DUAL MODE 
(100/1000Base) 

SFP PORTS 

100Base 
FIBER PORTS 

1000Base 
FIBER PORTS 

 NT5006  6    

 NT5006-DM2  4 2   

 NT5008  8    

 NT5008-DM2  6 2   

 NT5008-FX2 6  2  

 NT5008-GX2 6   2 

 NT5010-DM2  8 2   

 NT5010-FX2 8  2  

 NT5010-GX2 8   2 

 NT5016  16    

 NT5018-DM2  16 2   

 NT5018-FX2 16  2  

 NT5018-GX2 16   2 

 
Visit www.redlion .net for detailed model specifications. 

  

http://www.redlion/
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FEATURE DESCRIPTION 

Alarms and Events Supports Alarms, Alarm Relay Contact, Event Logging, and Syslog 

Bridging and Forwarding IEEE 802.1D/802.1Q transparent bridging  
Dynamic data switching 
Store-and-Z­³ÇJ³T Ç ³Xƈ´°XXT ´Ç ºN| «z 
Frame buffering 
MAC address learning 
 Configurable aging time or aging disable 
 Per-port learning modes: auto, disabled, secure (static only) 
 Learning-disabled VLANs 

MAC address table capacity up to: 
 4K MAC addresses on 6, 8, and 10-port models, 8K MAC addresses on 

16 and 18-port models 
 64 static MAC addresses 

Configuration Management  Save, restore, activate, and delete configurations 
 Reset factory defaults 
 Import and export configurations  

DHCP DHCP Server with option 61 and Relay Agent with Option 82  

Diagnostics Front panel view: browser displays port and LED status 
Ping and traceroute 
VeriPHY cable diagnostics 

IP Multicast Filtering and Routing IGMP: Ipv4 Internet Group Management Protocol  
 IGMPv1 (IETF RFC 1112) 
 IGMPv2 (IETF RFC 2236) 
 IGMPv3 (IETF RFC 3376) 

Options 
 Snooping, Querier, Proxy, Leave Proxy 
 Control of unregistered multicast flooding 

L2 Redundancy Protocols Spanning Tree Protocols 
 STP 
 RSTP 
 MSTP 

Ring Protocol 
 N-RingƢ automember 
 N-Ring manager 

Loop Protection 

Link Aggregation (Port Trunking) Supports static or dynamic port groups (LACP). 

The capacity of Link Aggregation Groups is up to ½ the device port count.  

Configurable destination port selection algorithm  

Link Layer Discovery Protocol LLDP advertises information about a device and neighboring devices. 

Maintenance Restart 
Reset to factory defaults  
Firmware upgrade 
Active and alternative firmware images 

Network Security  Port Security 
 Limits the number of MAC addresses using a port 

Port Configuration  Configurable 
 Port enable/disable 
 Speed 
 Duplex 
 Flow Control  
 Priority Flow Control  (on 6, 8, and 10-port models) 
 Maximum Frame Size 
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FEATURE DESCRIPTION 

 Excessive Collision Mode 
 Frame Length Check 
 Port Description  

Quality of Service and Traffic 
Management 

CoS (IEEE 802.1Q) and Differentiated Services (DiffServ/DSCP)  
Ingress Port Frame Classification 
Ingress Port Policing (rate limiting, flow control) 
DSCP-Based QoS 
Storm Policing (control storming of broadcast, multicast, and unknown 
unicast) 
Filters PTP 

Switch Management and Security Management Interfaces 
 Console port session with automatic logout after inactivity  
 Ipv4 access 
 Up to 4 Telnet and SSH sessions with automatic logout after inactivity  
 Up to 20 HTTP and HTTPS sessions 
 SNMP v1, v2c, and v3 
 Access managed by userŻs VLAN and IP address 

Date and Time 
 Manual or NTP (Network Time Protocol) 
 Time Zone and Daylight Saving Time 

User Management 
 Up to 20 user accounts 
 Users are assigned to one of 15 privilege levels 
 Privilege levels grant access to specific switch features 

SNMP Security 
 SNMPv2 community strings 
 SNMPv3 users with MD5 or SHA passwords 

RMON 
 Statistics, history, alarms, and events 

System Information 
Contact, name, and location 
RADIUS authentication 
802.1X port security  

Traffic Monitoring  Port Mirroring  
 Mirrors frames from one or more ingress port to an analysis port 
 Rmirror: Remote mirroring access across switches 

Virtual Local Area Networks IEEE 802.1Q VLAN IDs from 1 to 4094  
Management Access VLANs 
Standard VLAN tagging 
Learning-disabled VLANs 

The switch provides a wide range of advanced performance enhancing features. Flow control eliminates 
the loss of packets due to bottlenecks caused by port saturation. Broadcast storm suppression prevents 
broadcast traffic storms from overwhelming the netwo rk. VLANs provide traffic security and efficient use 
­Z «XºÇ­³¦ MJ«TÇ Tº|Ÿ $­? °³ ­³ ºÉ ²ÄXÄ «z X«´Ä³X´ º|X ª « ªÄª TXӃJÉ Z­³ ª­Æ «z ³XJӃƈº ªX ªÄӃº ªXT J
data across the network, while IP ªÄӃº NJ´º Z ӃºX³ «z J«T ³­Äº «z °³­Æ TX´ ´Ä°°­³º Z­³ ³XJӃƈº ªX «XºÇ­³¦
applications. 

Some of the key features are briefly described in the following sections. 
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The switch logs alarms and important system events as they occur and can be viewed or configured via 
the switches web page. 

Active:  Displays active alarms. An alarm is considered active while it remains present. Once an alarm is 
cleared, then it will no longer be displayed in the active list. 

History: Displays the alarms that have occurred during the system uptime. These include active and 
cleared alarms. 

Configuring 

Config general alarms: Configure the alarms and relay operation. Allows the user to set the alarm 
indicators to use if a specific alarm occurs. The relay allows the user to connect an external 
device to indicate an alarm occurred. 

Configure Port Alarms:  Each port can be configured with a low and high utilization threshold. An 
alarm is triggered when the activity is no longer in the specified threshold range. 

Certain system events (such as a port going link down or loss of a power input) can be configured to 
trigger an alarm and each alarm can be configured to perform the action of illuminate an LED, engage the 
Alarm Contact Relay on the exterior of the switch, log the event with a configurable Event Severity level, 
or any combination of these actions. Alarms and the Contact Relay's status and operation are also 
displayed on the web interface. 

A|X ?É´Ӄ­z °³­º­N­Ӄŵ J´ ´°XN Z XT  « >*$ƈǐǎӄǑ J«T >*$ƈǒǑǏǑŵ JӃӃ­Ç´ ´X«T «z ´É´ºXª XÆX«º´ º­ J ³Xª­ºX
logging device, known as a Syslog Collector or Server. 

Log 

The log contains a record of events that occur during uptime. The log is RAM based and is 
therefore empty after a reset.  

The log level can be configured to show the specific events of the selected severity, or all of the 
events. 

The messages stored in the log can be cleared manually.  Clearing a specific level is accomplished 
by first setting the level to clear and then performing a clear operation. A message is logged to 
indicate when and who cleared the events. 

The messages currently displayed may be exported in Comma Separated Value (CSV) format. 

Config: Configure to send messages to external syslog collectors. 

The switch supports IEEE 802.1D/802.1Q transparent bridging. 

A MAC address table facilitates data switching by learning MAC addresses on specific interfaces (ports 
and VLANs), and filtering or forwarding traffic based on this information. The address table is commonly 
called an FDB (forwarding database), an ARL (address resolution logic) table, or a FIB (forwarding 
information base). 
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Normally, a given MAC address is learned on a particular interface (VLAN and port). This happens every 
time a frame enters the port with the given MAC address set as the source address. The 
MAC/VLAN/Port combination is stored in the MAC address table.  

When a frame enters the switch the destination MAC address in the frame is checked against the table 
and the frame is forwarded to the appropriate port. If the destination MAC is not in the table, then the 
frame is forwarded to all ports in the VLAN. 

The configurable Aging Time determines how long that MAC will remain in the table. If the MAC is not 
seen again on that interface, then after the aging time elapses, the MAC is removed (aged out) from the 
table. When aging is disabled, a learned MAC is never aged out. 

The MAC learning mode of a port can be one of three modes.  
¶ Auto:  MACs are learned automatically when an unknown source MAC is seen. This is the default 

mode. 

¶ Disable: Learning is disabled for all MACs. No source MAC entering the port is learned and traffic 
sent to that MAC therefore floods to ports in the VLAN.  

¶ Secure: Learning is disabled for all MACs, except for MACs in the Static MAC Address Table. This 
allows traffic to flow to only authorized MACs on authorized ports.  

If learning is disabled on a VLAN, then no source MAC addresses arriving on that VLAN are stored in 
the MAC address table. As a result, all frames entering a port in the VLAN will forward to every port in 
that VLAN. The only exception would be any static MAC addresses. 

A static MAC address can be assigned to a specific interface on the switch. A static address will not be 
learned dynamically on any other interface. As a result, all traffic having that particular MAC destination 
will forward only to the assigned interface. Static addresses can be used to provide network security by 
restricting traffic for a know n host to a specific interface or to ensure that a MAC destination is always 
known to the switch even if traffic from the device is rarely seen on that interface.  

The switch copies each frame into its memory before forwarding them to another port. This ensures 
that all frames are a standard Ethernet size and have been checked for corruption using a cyclic 
redundancy check (CRC). This prevents bad frames from entering the network and wasting bandwidth.  

To avoid dropping egressing frames on congested ports, the switch queues up frame buffers and 
transmits them when able within the limits of the available frame buffers.  

A switch configuration consists of all the options that can be modified by a user. A user with the 
appropriate privilege can: 
¶ Modify the configuration and apply changes dynamically to the switch 

¶ Save the current configuration to a persistent file so that this configuration is applied when the 
switch reboots 

¶ Restore the current configuration to the last saved configuration  

¶ Reset the configuration to factory defaults  
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¶ Export the configuration to a computer where it can be edited  

¶ Import a configuration  

This switch can manage multiple configurations (maximum of 10). This includes creating, deleting, and 
activating (applying) configurations. 

An imported configuration can be saved as a new configuration or it can replace or be merged into an 
existing configuration. 

The running-config is not persistent. It is the currently active configuration and can be modified and 
saved as the new startup-config. 

This switch begins with two persistent configurations:  
¶ startup-config: this configuration is applied at boot up. It is copied to the running-config. 

¶ default-config: this is the factory default configuration and can never be modified . 

DHCP (Dynamic Host Configuration Protocol) simplifies network configuration by automatically 
assigning IP addresses from a DHCP server to connected DHCP capable devices (DHCP clients). 

This switch can be configured as a: 
¶ DHCP Client 

¶ DHCP Server 

¶ DHCP Relay Agent 

The switch will automatically obtain an IP assignment from a DHCP server, and fallback to a pre-
configured IP address if unable to get an IP from a server. Communication between the client and server 
can optionally go through a DHCP Relay Agent. 

DHCP Option 61 allows a client to specify its unique client identifier. A server can assign a unique IP 
address to the client based on this identifier. 

The DHCP server will distribute IP addresses and other configuration information to clients. The server 
will also manage the lifetime of the offered addresses. Addresses can be offered to clients based on IP 
subnet, hardware address, client host name, switch port, or a configurable ID using Option 61. 

The DHCP relay agent forwards DHCP traffic between clients and servers that are not on the same 
subnet. It enables a single DHCP server to distribute IP addresses to clients that are not part of its 
own subnet. 

IGMP (Internet Group Management Protocol) is a protocol that manages how multicast traffic is routed 
across a network. Without IGMP, all multicast traffic is forwarded across the entire network. With IGMP, 
an IGMP-aware client can request specific multicast group data from a data provider. An IGMP-aware 
router or switch can intelligently route the multicast traffic from the data provider to only the ports 
where the clients are connected. This reduces unneeded network traffic. 
  



Drawing No. LP1183 Chapter 2   Introduction  

Revision C Description of Features 

NT5000 Gigabit Managed Ethernet Switches 11  

When IGMP Snooping (for IPv4) is enabled on an interface, the switch snoops IGMP protocol traffic to 
route the multicast traffic. Various options are configurable including:  
¶ IGMP version 

¶ IGMP mode: Snooping, Querier, Proxy, and Leave Proxy 

¶ Allowing or disallowing the flooding of unregistered multicast traffic.  

Multicast traffic may be routed to specific ports via an entry in the Static MAC table . This ensures that a 
client will receive multicast data, even if it does not support the IGMP protocol.  

This switch can be connected to other devices using a Spanning Tree Protocol or N-RingƢ. A Loop 
Protection protocol can be enabled to detect network loops and shutdown and/or log this event.  

STP establishes a simple connected active network topology (a spanning tree) from the arbitrary 
connections between the bridges (switches) of a bridged network. STP will set some ports to forwarding 
and others to blocking to prevent network loops. The bridges in the network will e xchange sufficient 
information to automatically derive the spanning tree.  

The switch supports these spanning tree protocols: 
¶ Spanning Tree Protocol (STP, IEEE 802.1D and IEEE 802.1Q-2014): This protocol provides loop 

detection. When there are multiple physical paths between segments, this protocol will choose a 
single path and disable all others to ensure that only one route exists between any two stations on 
the network. This prevents the creation of network loops. If the chosen path should fail for any 
reason, an alternate path will be activated to maintain the connection. 

¶ Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w and IEEE 802.1Q-2014): This protocol reduces 
the convergence time for network topology changes to about 3 to 5 seconds, compared to 30 
seconds or more for the older IEEE 802.1D STP standard. It is intended as a complete replacement 
for STP, but will still interoperate with switc hes running the older standard by automatically 
³XN­«Z zÄ³ «z °­³º´ º­ ?A;ƈN­ª°Ӄ J«º ª­TX  Z º|XÉ TXºXNº ?A; °³­º­N­Ӄ ªX´´JzX´ Z³­ª JººJN|XT
devices.  

¶ Multiple Spanning Tree Protocol (MSTP, IEEE 802.1s and IEEE 802.1Q-2005): This protocol is a 
direct extension of RSTP. It can provide an independent spanning tree for different VLANs. It 
simplifies network management, provides for even faster convergence than RSTP by limiting the 
size of each region, and prevents VLAN members from being segmented from the rest of the group 
(as sometimes occurs with IEEE 802.1D STP). MSTP will interoperate with RSTP and STP devices. 

N-Ring is designed for easy setup. Switches are configured for N-Ring membership, by default. 
Subsequently, N-Ring operates dynamically upon each power up. N-Ring technology offers expanded ring 
size capacity, detailed fault diagnostics, and a standard healing time of 30ms. An N-Ring Manager capable 
switch (NT5000, 700, 7000, NT24k®) must be configured for the proto col to work. N -Ring Manager 
periodically checks the health of the N-Ring via health check packets. If the N-Ring Manager stops 
receiving the health check packets, it times-out and converts the N-Ring to a backbone within 30ms. 
When using all N-Ring enabled switches in the ring, a detailed ring map and fault location chart is also 
provided on the N-Ring Manager's web browser. N-Ring status is also sent from the N-Ring Manager to 
the N-ViewƢ OLE for Process Control (OPC) Server to identify the health status of the ring. Up to 250  
N-Ring enabled switches can participate in one N-Ring topology. Switches that do not have N-Ring 
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capability may be used in an N-Ring, however the ring map and fault location chart cannot be as detailed 
at these locations.  

Loop protection is a protocol that sends frames (PDUs) out selected ports and listens for these PDUs to 
detect when there is a loop in a connected network. If a loop is found, this event can be logged and the 
port can be shutdown for a configurable amount of time.  

Multiple ports can be combined (aggregated) into a group that behaves like a single connection. Groups 
can be manually set up or dynamically configured using the Link Aggregation Control Protocol (LACP Ɖ 
.((( ӅǍǏŸǐƈǏǍǍǒƏŸ A|X JTT º ­«JӃ °­³º´ T³JªJº NJӃӃÉincrease the throughput across any connection, and 
provide redundancy by redistributing the load if a port in the group should fail.  

LLDP i´ ´°XN Z XT MÉ .((( ӅǍǏŸǎ # J«T .((( ӅǍǏŸǐƈǏǍǎǏ. LLDP is used by networking devices to 
advertise their identity, capabilities, and to determine their neighboring devices. It can be used by other 
J°°Ӄ NJº ­«´ J«T °³­º­N­Ӄ´ º­ T ´N­ÆX³ J «XºÇ­³¦Ż´ º­°­Ӄ­zÉŸ 

Port Security limits which devices can communicate through the port by examining the source MAC 
address on frames. 

On this switch, each port can be configured to allow traffic from 0 to 1023 unique source MAC 
addresses. When this number is exceeded, the violating frame is simply dropped, the port can be 
shutdown (and re-enabled later), or some additional quota of source MAC addresses can be used for a 
limited time. 

Each port on the switch can be configured to support different modes of operation. You can configure: 
¶ Administrative Status 

¶ Auto-Negotiation or Speed plus Duplex Mode 

¶ Flow Control  

¶ Priority Flow Control  (on 6, 8, and 10-port models) 

¶ Maximum Frame Size 

¶ Excessive Collision Mode 

¶ Frame Length Check 

¶ Port Description 

¶ PVID 

¶ Fastboot 

The Admin Status allows a port to be disabled so that no traffic can enter or leave the port. 



Drawing No. LP1183 Chapter 2   Introduction  

Revision C Description of Features 

NT5000 Gigabit Managed Ethernet Switches 13  

.«  Äº­ƈ6Xz­º Jº ­« ª­TXŵ ºÇ­ N­««XNºXT °­³º´automatically detect and use the best speed and 
duplex mode that they have in common. Both ports should have auto-negotiation enabled. 

*ÄӃӃƈTÄ°ӃXÈ ­°X³Jº ­« JӃӃ­Ç´ ´ ªÄӃºJ«X­Ä´ N­ªªÄ« NJº ­« MXºÇXX« J °J ³ ­Z N­««XNºXT °­³º´ Ä´ «z
°­ «ºƈº­ƈ°­ «º ªXT J ƎTXT NJºXT N|J««XӃƏŸ *ÄӃӃƈTÄ°ӃXÈ ­°X³Jº ­« T­X´ «­º ³X²Ä ³X º|Jº º³J«´ª ººX³´ TXZX³ŵ
nor do they monitor or react to receive d activity, as there is no contention for a shared medium in this 
mode. 
C´X ZÄӃӃƈTÄ°ӃXÈ ª­TX ­« °­³º´ Ç|X«XÆX³ °­´´ MӃX º­ T­ÄMӃX º|X º|³­Äz|°Äº ­Z ´Ç ºN| N­««XNº ­«´Ÿ 

.« |JӃZƈTÄ°ӃXÈ ª­TXŵ º|X $?5 Ƅ$& ªXT Jaccess ports share a common transmission medium. To 
transmit, a port waits (defers) for a quiet period on the medium (when no other port is transmitting) and 
º|X« ´X«T´ º|X  «ºX«TXT ªX´´JzX  « M ºƈ´X³ JӃ Z­³ªŸ .Zŵ JZºX³  « º Jº «z J º³J«´ª ´´ ­«ŵ º|X ªX´´Jge collides 
with that of another port, then each transmitting port intentionally transmits for an additional predefined 
period to ensure propagation of the collision throughout the system. The port remains silent for a random 
Jª­Ä«º ­Z º ªX ƎMJN¦ƈ­ZZƏ MXZ­re attempting to transmit again. 

Flow control may be enabled to pause network traffic during periods when port buffering thresholds 
are exceeded. It is intended to prevent loss of packets. Flow control is based on the IEEE 802.3x standard 
Ǝ«­Ç  «N­³°­³JºXT  « .((( ӅǍǏŸǐƈǏǍǍǏƏŸ 

Flow control is generally left disabled in favor of using modern protocols and traffic management 
techniques (like QoS and packet resends). However, it may be very helpful when configuring ports that 
communicate with a single end device that has limited traffic processing capabilities. 

PFC (IEEE 802.1Qbb) is supported on 6, 8, and 10-port models and is similar to Flow Control, but it can 
be enabled per CoS priority in the entering frames. Traffic can be paused for some CoS priorities and not 
for others. 

This is the maximum frame size allowed for this port, including the FCS field. This is related to the MTU, 
but not the same value. 

When sending a frame, if there is a collision on the link, after 16 collisions the frame will be discarded. 

If the length of the frame does not match the length field in the frame, then the frame is dropped. This 
can be used to eliminate corrupt or malicious frames. 

A user friendly description can be assigned to this port. 

VLAN ID associated to a port. 
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Fastboot allows a port to pass traffic through the switch within a few seconds of boot up, before 
protocols have been initialized. 

QoS is a general term referring to various mechanisms that manage the priority and resources available 
to critical network traffic. It is particularly important for time -critical traffic, especially when a network is 
congested. The switch supports a rich set of features for managing QoS. 

QoS can provide different priorities to different applications, users, or data flows. QoS guarantees are 
 ª°­³ºJ«º  Z º|X «XºÇ­³¦ NJ°JN ºÉ  ´  «´ÄZZ N X«ºŵ X´°XN JӃӃÉ Z­³ ³XJӃƈº ªX ´º³XJª «z ªÄӃº ªXT J J°°Ӄ NJº ­«´
such as high resolution images and Voice over IP. Since these often require fixed bit rate and are delay 
sensitive, and in networks where the capacity is a limited resource. Prioritization helps to ensure that 
time-sensitive traffic is given preference over less critical traffic when a network is congested. QoS 
mechanisms are not required in the absence of network congestion. 

QoS is typically implemented by categorizing traffic into 8 priority levels and by assigning a drop 
precedence which indicates whether a frame at a given priority may be dropped when traffic is 
congested. 

The 8 priority levels correspond to 8 priority queues in the switch hardware. 

Rate Limiting controls the maximum rate of (non-critical) traffic transmitted or received on an interface. 
Rate limiting may be configured on interfaces at the edge of a network to limit traffic into or out of the 
network. Traffic that exceeds the acceptable rate can be dropped or subjected to further filtering.  

For incoming traffic, the switch prior itizes traffic using CoS values and ToS/DiffServ values.  
¶ CoS: The priority of an L2 frame can be specified by the IEEE 802.1p value inside an 802.1Q VLAN 

tag of an Ethernet frame. This is commonly known as the Class of Service (CoS).  

¶ ToS/DiffServ : The priority of an L3 IP packet can be specified by the ToS/DiffServ field in the IP 
header. This field may have different values known as ToS (Type of Service), IP Precedence, or 
DSCP (Differentiated Services Codepoint) values. 

¶ Default Classification: The priority of all incoming traffic on a port can be set to a default value. 

¶ Remapped CoS Classification: The priority of incoming traffic can also be remapped through a table 
that converts the frame's CoS priority into a different priority.  

A policer manages excessive rates of ingress traffic. It can limit traffic at a port level. It can drop traffic 
or enable flow control.  

Storm Policing can block or rate limit traffic that is broadcast, unknown unicast, or multicast. 

These are the various methods and protocols used to configure and monitor the switch. 
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Secure management interfaces are available and unsecured interfaces are provided for backwards 
compatibility with less secure clients. Management access can be limited to specific IP addresses. 

A command line interface is available through the Console port on the exterior of the switch, and 
through the Secured Shell (SSH) and unsecured Telnet network protocols.  

A graphical interface is available over the Hypertext Transfer Protocol Secure (HTTPS) and the 
unsecured Hypertext Transfer Protocol (HTTP).  

Available management protocols which cooperate with external applications include Simple Network 
Management Protocol (SNMP), Remote Network Monitoring (RMON), and N-ViewƢ. 

User accounts can be created to manage access to the management interfaces and to manage the 
privileges available to a user. Each user is assigned to a specific privilege level. The privilege level grants 
the user specific permissions to view and modify the switch configuration and to view and modify status 
information.  

The date and time can be set manually or dynamically by enabling NTP (Network Time Protocol) which 
takes its time from an NTP server. The time can be further configured to a specific Time Zone and for a 
specific Daylight Saving Time adjustment. 

SNMP (Simple Network Management Protocol) is a protocol used to monitor and manage the switch. 
This switch supports SNMPv1, v2c, and v3. In short, SNMPv2c adds performance and error-handling 
improvements and SNMPv3 adds authentication and encrypts SNMP network traffic.  

The switch supports sending traps (notifications) to SNMP Trap Stations. The SNMP traps are: Cold 
Start, Warm Start, Link Up, Link Down, Authentication Failure, Entity Configuration Change, New Root, 
Topology Change, LLDP Remote Tables Change, Rising Alarm, Falling Alarm, Alarm Trap Status, IP Trap 
Interfaces Link, Port Security Trap Globals Main, Port Security Trap Interface. SNMP Traps are sent to all 
trap stations when the corresponding trap is enabled. 

RMON (Remote Networking Monitoring) is a protocol that allows the switch to send specific data to an 
RMON application. The application uses this data to monitor traffic and analyze protocols on the LAN. 

The RMON groups supported by the switch are statistics, history, alarm, and event. 

The N-View monitoring technology software provides many different status points on switch and port 
conditions and displays that information on any networked computer.  

The switch can unobtrusively mirror (copy and transmit) traffic from any port to a designated analysis 
port. A protocol analyzer or RMON probe can be attached to the latter port to perform traffic analysis, 
such as verifying connection integrity. This is typically used to troubleshoot and debug a network, and is 
disabled during normal operations. 

This switch supports standard port mirroring where the source port and analysis port are on the same 
switch. It also supports remote mirroring which directs the mirrored traffic to an analysis port on a 
different switch. This port is called a reflector port and it is tied to a specific VLAN.  
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VLANs (Virtual Local Area Networks) facilitate easy administration of logical groups of devices that can 
communicate as if they were physically on the same LAN. A port can be assigned to one or more specified 
VLANs. The switch forwards traffic (broadcast, multicast, or unicast) only between ports that belong to 
the same VLAN. 

The switch supports tagged VLANs as specified by IEEE 802.1Q. A frame entering the switch can have a 
VLAN tag or a default VLAN can be applied to it. Any traffic entering a port can be discarded if it does not 
have a VLAN tag that matches a port's VLAN membership. Traffic leaving the switch can be configured to 
have a VLAN tag or be untagged. 

By default, all ports belong to VLAN 1 (VID=1) and are set to untag the frame on egress. 
By segmenting your network into VLANs, you can: 
¶ Eliminate broadcast storms which severely degrade performance in a flat network. 

¶ Simplify network management for node changes/moves by remotely configuring VLAN membership 
for any port, rather than having to manually change the physical network wiring . 

¶ Provide data security by restricting all traffic to the originating VLAN, except where a connection is 
explicitly defined via the switch's routing service. 

¶ Use protocol-based VLANs to assign traffic of a specific protocol to a specific VLAN. 

¶ Use VLAN translation to replace a specific VLAN ID of incoming traffic with a different VLAN ID.  

¶ Use private VLANs (port isolation) to restrict a group of ports to have one common uplink port. 
These ports cannot send or receive traffic between themselves (they are isolated from each other); 
they may only exchange traffic with the designated uplink por t. 

If switch ports are configured to transmit and receive untagged frames, then their connected devices 
are able to communicate throughout the LAN. Using Tagged VLANs, the switch has the ability to take 
«­«ƈºJzzXT °JN¦Xº´  « ´­ªX °­³º´ŵ JTT J E2 6 ºJz º­ º|X °JN¦Xºŵ J«T ´X«T  º ­Äº º­ ºJzzXT °­³º´ ­« º|X
switch. VLANs can also be configured to accept tagged packets in tagged ports, strip the tags off the 
packets, and then send the packets back out to other untagged ports. This allows a network administrator 
to set up the switch to support devices on the network that do not support VLAN tagged packets. The 
administrator can also set up the ports to discard any packets that are tagged or to discard any packets 
that are untagged, based on a hybrid VLAN of both tagged and untagged ports and by using the VLAN 
Ingress Filter on the switch. 

For each switch port there is one port VLAN ID (PVID) setting. If an incoming frame is untagged and 
untagged frames are being accepted, then that frame may be assigned to the port VLAN ID. Subsequent 
switch routing and treatment will be in accordance with that VLAN. By configuring PVIDs properly and 
configuring for all frames to exit untagged, the switch can achieve a 'port VLAN' configuration in which all 
frames in and out are untagged, thus not requiring external devices to be VLAN cognizant. 

To understand how a VLAN configuration will perform, first look at the port on which the frame enters 
the switch, then the VLAN ID (VID) (if the frame is tagged) or the PVID (if the frame is untagged). The 
VLAN defined by the VID or PVID defines a VLAN group with a membership of specific ports. This 
membership determines whether a port is included or excluded regarding frame egress from the switch. 

Overlapping VLANs give the user the ability to have one or more ports share two or more VLAN groups. 
For information and examples on implementation, refer to VLAN Configuration. 
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A|X ´Ç ºN|Ż´ TXZJÄӃº N­«Z zÄ³Jº ­« NJ« MX ³X´º­³XT Ä´ «z º|X ÇXM  «ºX³ZJNX ­³ $2.Ÿ C«TX³ º|X ÇXM ªX«Ä
item System Ȉ Config Ȉ Factory Defaults, enable or disable any of the factory reset options as desired 
and click the Factory Defaults button to reset the configuration.  The CLI command "reload defaults" will 
do the same. 

The following table lists some of the basic system defaults. 
 

 FUNCTION PARAMETER DEFAULT 

 Console Port Connection Baud Rate 
Data bits 
Stop bits 
Parity 
Flow Control  
Local Console Timeout 

115200 bps 
8 
1 
None 
None 
10 minutes 

 IP Settings Management Access VLAN 
IP Address  
DHCP 
 
 
 

VLAN 1 
 
DHCP Client: Enabled 
Fallback IP Address: 192.168.1.201 
Netmask: 255.255.255.0 

 Switch Authentication  Default user name 
Default password 

Username żJTª «Ž 
There is no default password 
Admin account must be changed on 
first login  

 Switch Management SSH 
Telnet 
HTTPS 
HTTP 
IP Access Managment 
SNMP 
SNMP Communities 
SNMP Users 
SNMP Groups 
SNMP Views 
SNMP Access 

Enabled 
Disabled 
Enabled 
Disabled 
Disabled 
Enabled 
public, private 
    
default_ro_group 

 Port Configuration  Speed 
Flow Control  
Maximum Frame Size 
Excessive Collision Mode 
Frame Length Check 

Auto  
Disabled 
10240  
Discard 
Disabled 

 Link Aggregation (Port Trunking) Static Groups 
LACP (all ports) 

None 
Disabled 

 Quality of Service Storm Policing 
Port Policing 

Disabled 
Disabled 

 MAC Address Table Aging Time 300 seconds 

 L2 Redundacy Protocols Spanning Tree 
N-RingƢ 
Loop Protection 

MSTP Enabled on all ports 
Auto Member  
Disabled 

 LLDP Mode Enabled 

 Virtual LANs Default VLAN 
PVID 
Acceptable Frame Type 
Ingress Filtering 

1 
1 
All 
Enabled 

 IP Multicast Filtering  and Routing IGMP Snooping Enabled 
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 FUNCTION PARAMETER DEFAULT 

 Alarms and Events Logging 
Port Link Down Alarms 
Power Alarm 
Syslog 
N-RingƢ Breaks 
N-Ring Unexpected Manager 

Enabled 
Disabled 
Disabled 
Disabled 
Enabled 
Enabled 

 NTP Clock Synchronization Disabled 
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This chapter describes using the Red Lion Controls NT5000 switch web interface and presents the 
menu tree view broken down into major functional groups.  

The switches are password protected by a login security system. You can login to the switch with the 
user name and password provided below. 

All of the switches have the same default user name (admin) and there is no default password. You are 
required to change the admin account and password at the first log  in. Additional user accounts can be 
added and configured to have different privilege levels. 

IE 7 (or newer version) with the following default settings is recommended: 
 

 Language Script Latin based 

 Web page font Times New Roman 

 Plain text font  Courier New 

 Encoding Unicode (UTF-8) 

 Text size Medium 
 

Firefox with the following default settings is recommended: 
 

 Web page font  Times New Roman 

 Encoding Unicode (UTF-8) 

 Text size Medium 
 

Google Chrome with the following default settings is recommended: 
 

 Web page font  Times New Roman 

 Encoding Unicode (UTF-8) 

 Text size Medium 

Launch a web browser and enter the IP address of the device into the address bar, 192.168.1.201 is the 
fallback address. 

When logging in for the first time using the default credentials, you will be prompted to change the admin account 
name and password. 

Initial Default Username  admin 

Initial Default Password  No password required 
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The following login screen will appear: 

 

Username: Login user name. The maximum length is 31 characters.  

Password: Login password. The default minimum length is 3 characters.The maximum length is 31 
characters. 

Upon successful login, a screen similar to the one below will appear. 

 

All main screens of the web interface can be reached by clicking on hyperlinks in the eight main icons in 
the menu tree on the left side of the system home screen: 

 

 

Dashboard: Displays the dashboard showing: logical view, traffic usage, alarm and 
event notifications. Clicking the Quick Start button displays the startup wizard to 
quickly set the Users, IP, and Ports. 

 

System: Configure the system, restart the system, save, import and export  settings, 
factory reset, firmware upgrade, image selection, and DHCP Server. 

 

Alarms: Configure alarms and events, view the log. 
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Ports and VLANs: Configure ports, VLANs, FDB, and link aggregation. 

 

Redundancy: Configure loop protection, N -RingƢ, and STP. 

 

Security: Configure switch users, RADIUS, 802.1X, and port security. 

 

Remote Management: Configure access, LLDP, N-ViewƢ, RMON, and SNMP. 

 

Traffic Management:  Configure IGMP and QoS. 

 

At the bottom of this list of icons is system information showing the Model, F irmware (FW), MAC 
Address, and Serial Number (S/N). You can find more detailed information by navigating to the help link żųŽ 
located at the top-right of the screen. 

 

Each screen has a Help page containing information relevant to the current screen. The 
help pages are displayed in a modal that can be detached to a separate browser window. 
Clickable links are also available to open the tech support website and email tech support. 
To close a help page, simply close the containing window. 
Each web interface page has a corresponding help page. 

A user must click on żC´X³ 6JªXŽȈ Logout and close the web browser to end a session. This prevents 
Ä«JÄº|­³ ÊXT JNNX´´ º­ º|X ´É´ºXª Ç º| º|X Ä´X³Ż´ Ӄ­z « «JªX J«T °J´´Ç­³TŸ 
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The logical view T ´°ӃJÉ´ º|X ³XJӃ ´ºJºÄ´ ­Z º|X ´É´ºXªŻ´ °J«XӃŸ It can be accessed from the Dashboard 
and also on any other page by clicking on the left chevron icon at the upper left side of the interface. 
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This chapter lists the Dashboard related functions available for Red Lion Controls NT5000 switch models. 

 

This page shows an at-a-zӃJ«NX ­ÆX³Æ XÇ ­Z º|X ´Ç ºN|Ż´ °­³º ´ºJºÄ´ J«T º³JZZ Nŵ J´well as any events 
that occur. 

This box shows an image of the switch with lights indicating each individual port's status. The display 
also gives information about power, temperature, and contact relay. 

Clicking on Port  Configuration  takes you to the Ports and VLANs > Ports > Status/Config page. 

This box shows an overview of traffic on each individual port as a percentage of total traffic. 
Clicking on Utilization  takes you to the Ports and VLANs > Port Diag > Utilization page. 

This box shows the number of alarm events at four different severity levels: Error, Warning, Notice, and 
Information. Each has a circle graph representing the ratio of instances of events at that severity level 
compared to the total number of events.  

Clicking on Event Log takes you to the Alarms > Syslog > Log page. 
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This page contains shortcuts to some first steps in the setup process that will allow you to get up-and-
running quickly with the switch.  

 

Clicking on this section opens up a pop-up window that allows you to add a new user, entering 
credentials such as the username, password, re-entering the password, and user security level. 
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Clicking on this section opens up a pop-up window that allows you to configure the switch's IP address, 
subnet mask, and whether or not DHCP is enabled. 

 

Clicking on this section opens up a pop-up window that allows you to configure the switch's ports.  

Clicking on this button opens up a file browser window and allows you to quickly import a configuration 
to the switch.  
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Drawing No. LP1183 Chapter 5   System 

Revision C IP Interfaces 

NT5000 Gigabit Managed Ethernet Switches 27  

This chapter contains a listing of all functionality that can be configured for the Red Lion Controls 
NT5000 switch models. 

 

This page displays the IP interfaces. 

Row selection column: Click on the checkbox to select the row. Click again to de-select. 

Default:  The first row is selected when a page is loaded. 

VLAN: The VLAN associated with the IP interface. Only ports in this VLAN will be able to access the 
IP interface. This field is only available for input when creating a new interface. 

IP Address: The IPv4 address of the interface in dotted decimal notation ('x.y.z.w'). If DHCP is 
enabled, this field configures the fallback address. This field may be left blank if no DHCP fallback 
address is desired. The following restrictions apply: 

'x.y.z.w' cannot be equal to the network address or the broadcast address for the assigned subnet. 
x must be a decimal number between 1 and 223. 
x must not be 127. 
y, z, and w must be decimal numbers between 0 and 255. 

Subnet Mask: The IPv4 network mask in dotted decimal notation ('x.y.z.w') where the binary 
representation of the mask must be all ones followed by only zeros. For example, 255.255.255.0 or 
255.255.255.128. If DHCP is enabled, this field configures the fallback network mask. This field may 
be left blank if no DHCP fallback address is desired. 

Gateway: Gateway allows the user to set a default gateway for the interface. 

DHCP: Enable or disable the DHCPv4 client. When enabled, the system will configure the IPv4 
address and mask of the interface using the DHCPv4 protocol. 

Default:  Enabled 

Current Lease: The current IP address of the interface as assigned by the bound DHCP server or 
fallback IP setting. 

Client ID Type: 

This specifies which type shall be used for the Client Identifier. Possible values are: 
Auto 
MAC 
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ASCII 
HEX 

See RFC-2132 section 9.14. 
Default:  Auto 

Note:  When DHCPv4 is enabled and the client identifier type is 'MAC', the interface's hardware 
MAC address will be used in the DHCP option 61 field, and this field becomes a drop down to 
select a port MAC address. The default in this case is the MAC address of the first port. 

Client ID:  The DHCP client identifier. When DHCPv4 client is enabled and the client identifier type is 
'MAC', the interface's hardware MAC address will be used in the DHCP option 61 field. 

Host Name: The hostname of the DHCP client. When this value is an empty string, the host name will 
be the configured system name plus the last three bytes of the system MAC address. 

Timeout:  The number of seconds to wait for a DHCP lease. After this period expires, the configured 
IPv4 address will be used as the IPv4 interface address. A value of zero disables the fallback 
mechanism, such that DHCP will keep retrying until a valid lease is obtained. Legal values are 0 to 
4294967295 seconds. 
Default:  0 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 Add a new interface. 

 Click to remove the selected interface(s). 

 

This page allows for the configuration of IP routes. An IP route specifies the destination address and the 
switch interface though which the switch can reach the destination.  

Note:  Existing IP routes are not editable but can be over-written. Adding new IP routes with the 
same network, subnet mask, and gateway as an existing route will replace the existing route. 
To change an IP route it is recommended to first delete the existing route and then re-create 
the route with the correct configuration.  

Row selection column: Click on the checkbox to select the row. Click again to de-select. 
Default:  The first row is selected when a page is loaded. 

Network:  Configures the IPv4 destination network or host address for this IP route in dotted decimal 
notation ('x.y.z.w'). The following restrictions apply: 
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x must be a decimal number between 0 and 223. 
x must not be 127. 
If x is 0 then y, z, and w must also be 0. 
y, z, and w must be decimal numbers between 0 and 255. 

Note:  A default IP route can use the default value '0.0.0.0' as their network address. 

Subnet Mask: Configures the IPv4 destination network mask for this IP route. A valid IP route subnet 
mask contains 4 octets in dotted decimal notation ('x.y.z.w'). The binary representation of the mask 
must be only ones, or all ones followed by only zeros. For example, 255.255.255.255 has a binary 
representation of all ones and 255.255.255.0 has a binary representation of all ones followed by all 
zeros. 

Note:  Only default IP routes may use the value '0.0.0.0' as their subnet mask. 

Gateway: Configures the IPv4 address of the IP gateway for this IP route in dotted decimal notation 
('x.y.z.w'). The following restrictions apply: 

x must be a decimal number between 1 and 223. 
x must not be 127. 
y, z, and w must be decimal numbers between 0 and 255. 

Distance: Configures the distance value of the route entry. This distance is used to set a priority for 
the route. If two or more routes have the same destination the distance will be used to select the best 
path. Valid values are between 1 and 255. 
Default:  1 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 Click to add new IP route. 

 Click to delete selected IP routes. 

 

This page displays the status of the interfaces and IP routes found on the switch. 
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The Interfaces table contains a row for each interface found on the switch. 

The IP Routes table contains a row for each IP route found on the switch. 

Interfaces Interface: Displays the name of the interface. 

Interfaces Type: Displays the address type of the interface. Possible values are: 

Link: Indicates this is a link interface. 
IPv4: Indicates that the interface IP is static. 
DHCP IPv4: Indicates that the interface IP address is set by DHCP. 

Interfaces Address: Displays the current address of the interface entry. 

Interfaces Status: Displays the status of the interface (and/or address) entry. 

Interfaces DHCP Server IP: Displays the IP address of the DHCP server the interface entry is bound 
to. This field will be empty if the interface is not of type 'DHCP IPv4'.  

IP Routes Type: Displays the type of IP route entry. Possible types are: 

DHCP: Indicates this IP route was created by DHCP. 
Interface: Indicates this IP route was created by an IP interface as a default route using the 
 «ºX³ZJNXŻ´ zJºXÇJÉŸ 

Static: Indicates this IP route was created by an admin user. 
Connected: Indicates the destination network is directly connected to the switch.  

IP Routes Network:  Displays the IPv4 network/prefix of the IP route entry in dotted decimal notation.  

IP Routes Gateway: Displays the IPv4 address of the IP route entry's gateway in dotted decimal 
notation. IP routes that are directly connected will have a gateway of '0.0.0.0.' 

IP Routes Distance: Displays the distance value of the route entry. Directly connected IP routes will 
have a value of '0'. 

IP Routes Interface: Displays the VLAN interface that the IP route entry's gateway falls within. If the 
gateway IP address does not fall within the IP subnet of any existing VLAN interfaces, this field will be 
empty. 

IP Routes Uptime: Displays the time that has elapsed since this IP route was created. 

IP Routes Active: Indicates whether or not the IP route destination is active. 

Buttons  

 Click to refresh the values on the page. 
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This page displays the neighbors cache (ARP cache). 

Interfaces: The name of the interface. 

IP Address: The IPv4 address of the neighbor. 

MAC Address: The Link (MAC) address of the neighbor. 

Buttons  

 Click to refresh the values on the page. 

Dynamic Host Configuration Protocol (DHCP) is used widely in enterprise network applications to 
automatically assign Internet Protocol (IP) addresses to connected equipment. A computer, router or 
switch with the capability to act as a DHCP server can issue IP addresses dynamically from a range or 
ż°­­ӃŽ ­Z °³X-programmed addresses. 
A|X ´X³ÆX³ ³X´°­«T´ º­ J« JTT³X´´ ³X²ÄX´º Z³­ª J &,$; NӃ X«º Ç º| J« .; J´´ z«ªX«º Ç| N|  º żӃXJ´X´Ž

to the client for a specific time. Lease time is a parameter set in the DHCP server that controls when the 
client must reapply for an IP address. Before the lease is scheduled to expire, the DHCP client must 
renew the lease with the server by sending a new request. If equipment is removed from the network, its 
IP address is free to be used by another network device after the existing lease time expires. 

 

DHCP Server Config page. 

Enabled: Enable and disable the server. 
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Broadcast Response: Enable and disable the broadcast response to a broadcast discovery message. 

Delay Broadcast Response: Broadcast response delay allow the response to be delayed up to 2.5 seconds. 

ID: VLAN enable allows the server to be selectively enabled on  specific Virtual Local Area Networks. 

 

The Current Leases page displays the clients that the server currently has leased IP addresses to. It also 
allows for the the release of the the leases. 

The table can be filtered by the following:  
Pool Name 
Static Assignment status 
Server/Relay IP Address 
State 

The table can be sorted by the following: 
Pool Name 
Binding ID 
IP Address 
Server/Relay IP Address 
MAC Address 
State 
Static Assignment status 
Remaining Lease 

The information fields displayed are as follows: 

Pool Name: Name of the DHCP Pool that assigned the lease. 

Binding ID: The client ID associated with the lease entry. The ID type can be configured on the client 
(MAC address, ASCII string or Hex string). 

MAC Address: Media Access Control address. The unique 48-bit serial number assigned to every 
network interface of an Ethernet or Wi -Fi device. 

IP Address: Displays the IPv4 network address of the client for the DHCP lease. 

Static Assignment: Indicates the IPv4 address is statically assigned. 

Server/Relay IP Address: Either IP address of the DHCP server or, in the case of relayed binding, the 
IP address of relay agent through which binding was negotiated. 
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State: State of the lease. Possible states are Committed, Allocated or Expired. 

Remaining Lease: The time remaining until the lease expires. Days, hours, minutes, and seconds. 

 

The DHCP Pools table displays current DHCP pools and management options for basic pools settings. 
More advanced settings can be found by clicking the name of a pool in the table opening the DHCP Pool 
Advanced Options. The advanced options available are dependent on whether or not static assignment is 
enabled. 

The pools config page can be filtered by type or subnet. 
The pools config page can be sorted by pool name, type or IP address. 
The pools list currently configured: 

Row selection column: Row selection field. 
Name: Name of the pool. 
Static Assignment: Static assignment assigns a specific IP address to a client 
IP Address: IP address is the IPv4  
Subnet Mask: Subnet mask is the IPv4 network mask to be assigned to the DHCP Client. 
Lease Time: Lease time is the amount of time the lease will remain valid from its assignment. 

Pools list, edit and add pop up. 
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Name: Name of the pool. 

Domain Name: Domain name that the client should use when resolving hostname via DNS. DHCP 
option 15.  

Broadcast Address: #³­JTNJ´º JTT³X´´  « Ä´X ­« º|X NӃ X«ºŻ´ ´ÄM«XºŸ &,$; 8°º ­« ǏӅ 

Gateway: Gateway IP addresses available to the client.  Up to four gateways can be configured.  
DHCP option 3. 

DNS Server: DNS servers available to the client.  Up to four DHS servers can be configured. DHCP 
option 6. 

NTP Server: NTP servers available to the client.  Up to four NTP servers can be configured. DHCP 
option 6. 

Vendor Class ID: Vendor class ID is used by the client to optionally identify the vender type 
N­«Z zÄ³Jº ­«Ÿ A|X &,$; ´X³ÆX³ ´Ä°°Ӄ X´ º|X ­°º ­« Ǒǐ ´°XN Z N  «Z­³ªJº ­« J´ J ³X´°­«´X º­ NӃ X«ºŻ´
vendor class identifier, option 60. 

Vendor Specific Info: EX«T­³ ´°XN Z N  «Z­³ªJº ­« N­«ºJ «´ º|X ´X³ÆX³Ż´ ÆX«T­³ ´°XN Z N  «Z­³ªJº ­« º­
send in response to a vendor class identifier received from the client. 

Client ID type : DHCP option 61, options are: 

None: Client identifier has not been specified yet. 
Name: Client identifier is other than hardware.  
MAC Address: Client identifier is MAC address. 
Hex: Client identifier is Hex. 

Note: Only available when the DHCP pool has static assignment enabled. 
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Client ID:  $Ӄ X«º .& Ä´XT º­ ´°XN ZÉ º|X NӃ X«ºŻ´ Ä« ²ÄX  TX«º Z X³Ÿ 

Note: Only available when the DHCP pool has static assignment enabled. 

Hardware Address: ,J³TÇJ³X JTT³X´´  ´ º|X NӃ X«ºŻ´ 5 $ JTT³X´´Ÿ 

Note: Only available when the DHCP pool has static assignment enabled. 

Client Name: Client name, option 12. 

Note: Only available when the DHCP pool has static assignment enabled. 

Circuit ID:  Circuit ID is the Circuit ID added by the Relay agent. This will be up to 20 bytes, given in 
the format: xx:xx:xx:... where xx is a hexadecimal value between 0-ff.  Both the Circuit ID and the 
Remote Agent ID must be specified together. A match on the Circuit ID/Remote Agent ID will take 
precedence over any other criteria (Client ID, Hardware Address, etc.).  DHCP Option 82. 

Note: Only available when the DHCP pool has static assignment enabled. 

Remote Agent ID: Remote agent ID is the Remote Agent ID added by the Relay agent. This will be up 
to 20 bytes, given in the format: xx:xx:xx:... where xx is a hexadecimal value between 0-ff.  
Both the Remote Agent ID and the Circuit ID must be specified together. A match on the Circuit 
ID/Remote Agent ID will take precedence over any other criteria (Client ID, Hardware Address, etc.). 
DHCP Option 82. 

Note: Only available when the DHCP pool has static assignment enabled. 

 

Assign a specific IP address to one or more ports. These are setup as static IP address within the pool. 
Select the pool name to setup static ports for the specific pool. 
Enable or disable the the IP address entered on a specific port. 
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Define an IP address range to be excluded from the DHCP server IP address pools. DHCP server will not 
allocate IP addresses from these ranges. The start IP address must be less than or equal to the end IP address. 

 

DHCP Server Statistics page contains four sets of counters. 

Pools: Number of pools 

Excluded IP Address: Number of excluded address ranges 

Declined IP Address: Number of declined IP addresses. 

Dynamic: Number of current leases with network -type pools. 
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Static: Number of current leases that administrator assigns an IP address to a client. That is, the pool 
is of host type. 

Expired: Number of leases that their lease time expired or they are cleared from Automatic/Manual 
type leases. 

Discover: Number of DHCP DISCOVER messages received. 

Request: Number of DHCP REQUEST messages received. 

Decline: Number of DHCP DECLINE messages received. 

Release: Number of DHCP RELEASE messages received. 

Inform:  Number of DHCP INFORM messages received. 

Offer:  Number of DHCP OFFER messages sent. 
ACK: Number of DHCP ACK messages sent. 
NAK: Number of DHCP NAK messages sent. 

 

Displays the list of declined IP addresses 

ID: ID is the list of issues in order. 

IP Address: IP address is the IPv4 address declined by the DHCP server. 

 

The DHCP relay agent forwards DHCP traffic between clients and servers that are not on the same subnet. 
It enables a single DHCP server to distribute IP addresses to clients that are not part of its own subnet. 

Relay Enabled: Indicates whether the DHCP relay agent is enabled or not. Since the DHCP relay agent 
and the DHCP server use the same UDP ports (67 and 68), only one or the other can be enabled at 
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the same time. The relay agent can only be enabled if the DHCP server is disabled. 
Default: disabled. 

Remote DHCP Server: The IPv4 address of a remote DHCP server. The relay agent will relay DHCP 
traffic between clients and this server. This server is usually not on a subnet that is directly accessible 
to this switch. To enable the relay of DHCP traffic, there should be an entry in the routing table to a 
gateway that can route traffic from this switch's subnet(s) to this DHCP server. 

Note - If the remote DHCP server is on a VLAN or subnet that is directly accessible, then it will 
receive duplicate DHCP traffic from clients - one set from the client's DHCP broadcasts, and 
another set from this relay agent. This situation should be avoided when possible. 

Relay Information Enabled: Indicates whether the agent will add Option 82 relay agent information to 
relayed DHCP traffic. If enabled, the agent will set the Option 82 Circuit ID to a four -byte number 
0xAAAABBBB, where AAAA is the switch ID (0001) and BBBB is the port number that received the 
incoming DHCP client traffic. The Option 82 Remote Agent ID will be set to the six -byte MAC 
address of the incoming client DHCP traffic. 
Default:  disabled. 

Relay Information Policy:   

The DHCP relay agent can receive relayed traffic from other DHCP relay agents. This setting 
determines what the agent will do with the Option 82 information in that relayed traffic. The 
options include: 
Keep - Retain the Option 82 information as-is when relaying the traffic. 
Replace - Replace the incoming Option 82 Information with this switch's information when 

relaying traffic. Note that this option is only available if Relay Information is enabled.  
Drop - Drop DHCP traffic relayed by other DHCP relay agents. 

Default:  Keep. 
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The Relay Agent tracks a number of statistics that indicate problems that may be occurring with the 
process of relaying traffic between DHCP clients and servers. 

Sent to Server: The number of packets relayed from client to server. 

Transmit Error: The number of packets resulting in errors while being sent to clients. 

Received From Server: The number of packets received from server. 

Missing Agent Option:  The number of packets received with the agent information option missing. 

Missing Circuit ID:  The number of packets received with the Circuit ID option missing. 

Missing Remote ID: The number of packets received with the Remote ID option missing. 

Bad Circuit ID: The number of packets whose Circuit ID option did not match the known circuit ID.  

Bad Remote ID: The number of packets whose Remote ID option did not match the known Remote ID. 

Sent to Client: The number of relayed packets from server to client. 

Transmit Error: The number of packets that resulted in error while being sent to servers. 

Received from Client: The number of received packets from server. 
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Received Agent Option: The number of received packets with relay agent information option.  

Replaced Agent Option: The number of packets which were replaced with relay agent information option. 

Keep Agent Option:  The number of packets whose relay agent information was retained. 

Drop Agent Option:  The number of packets that were dropped which were received with relay agent 
information.  

 

The switch system information is provided here. 

Contact: The system contact is the textual identification of the contact person for this managed node, 
together with information on how to contact this person. The allowed string length is 0 to 255, and 
the allowed content is the ASCII characters from 32 to 126. 

Device Name: The system name is an administratively assigned name for this managed node. By 
convention, this is the node's fully-qualified domain name. A domain name is a text string drawn from 
the alphabet (A-Z, a-z), digits (0-9), or minus sign (-). No space characters are permitted as part of the 
name. The first character must be an alpha character, and the first or last character must not be a 
minus sign. The allowed string length is 0 to 255. 

Location: The system location is the physical location of this node (e.g., telephone closet, 3rd floor). 
The allowed string length is 0 to 255, and the allowed content is the ASCII characters from 32 to 126. 

Device Temperature (C): The system Temperature is displayed in degrees Celsius. 

System Date: The current (GMT) system time and date is obtained through the Timing server running 
on the switch, if any. 

System Uptime: The System Uptime indicates the period of time the device has been operational. 

MAC Address: The MAC Address indicates the MAC Address of this switch, which can be found on 
the lower left of the screen, beneath the firmware version.  

Serial Number: The serial number of this switch. This information can be found on the lower left of 
the screen, beneath the MAC address. 
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Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

This page displays the Product Information. 

Switch Model:  The base model of this switch is shown here. This information is also displayed in the 
lower left of the user interface.  

Switch Family: The switch family is the family of switches in which this model, and similar models, 
belong. 

Firmware Version: The firmware version indicates the firmware's version. Firmware is the foundation of 
the software stack that hardware uses to run operations. A version number is assigned for reference. 

Firmware Build Date:  The firmware's build date indicates the date and time the firmware was built, in 
Month DD YYYY HH:MM:SS formatting. This helps the user discern when the firmware was last revised. 

Boot Loader Version: The boot loader version indicates the bootloader's version. When the device powers 
on, the boot loader is loaded first, and provides an interface through which the firmware is loaded. 

Copyright:  The copyright is a section that indicates the year of copyright, as well as the corporation 
that holds the copyright for this system.  
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This page allows you to configure the system Time. System time can be synced to the computer using 
the button Sync to Computer Time. 

Year: This section allows the user to select the year of the device. Menu options are selectable 
through the current year and extend fifteen years into the future . 

Month:  This section allows the user to select the month of the device. Menu options are selectable 
through options January and end in December, and are selectable through menu options 1-12. 

Day: This section allows the user to select the day of the device. Menu options are selectable through 
options 1-31. Attempts to set the day and time to nonexistent dates, like 2022-02-30 or 2022 -02-31, 
will see the day and month corrected by the system upon save. 

Hours: This section allows the user to select the hour of the device. Menu options are selectable 
through options 0-23. 

Minutes:  This section allows the user to select the minute of the device. Menu options are selectable 
through options 0-59. 

Seconds: This section allows the user to select the second of the device. Menu options are selectable 
through options 0-59. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page allows for the configuration of the system Time Zone 

Time Zone: Select appropriate Time Zone from the drop down list of world -wide time zones, and click 
Save to set it. The 'Manual Setting' is used to specify a custom time zone. 

Hours: Hours represents the number of hours offset from UTC. This field is only available within the 
time zone manual setting. 

Minutes:  Minutes represents the number of minutes offset from UTC. This field is only available 
within the time zone manual setting. 

Acronym:  Within this field, the user can set the acronym of the time zone. This is a User configurable 
acronym to identify the time zone, with an allowable range of up to 16 characters. Notice the string '' 
is a special syntax that is reserved for null input. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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Daylight Saving Time is used to set the clock forward or backward according to the configurations set 
below for a defined Daylight Saving Time duration. 

Selecting the Recurring mode configures a start time and end time, of the form '#th Weekday of a 
Month at a Time'. For example, 'the 3rd Wednesday of January at 21:35'. 

Selecting Non-Recurring configures a start time and end time in the form of Month, Date, Year, Hour 
Minute. For example, February 19, 2037 at 15:35. 

Mode:  

Selecting Disabled disables Daylight Saving Time. 
Selecting Recurring enables the Daylight Saving Time duration to repeat the configuration every year. 
Selecting Non-Recurring enables the Daylight Saving Time duration for single time configuration.  
Default: Disabled 

Offset:  Enter the number of minutes to add during Daylight Saving Time, with a range from 1 to 1439. 
Default:  1 

Week: Select the starting and ending week number, from the dropdown selection of weeks 1-5. 
Default:  1 

Day: Select the starting and ending day, from the dropdown selection of days Monday-Sunday. 
Default:  Monday 

Month:  Select the starting and ending month, from the dropdown selection of January-December. 
Default:  January 

Hours: Select the starting and ending hour, from the dropdown selection of options 0-23. 
Default:  0 
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Minutes:  Select the starting and ending minute, from the dropdown selection of options 0 -59. 
Default:  0 

Date: Select the starting and ending date, from the dropdown selection of 1 -31. 
Default:  1 

Year: Select the starting and ending year, from the dropdown selection from 2000 to 2097.  
Default:  Start: 2014, End: 2097 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

Configure NTP on this page. 

Enabled: Enable or disable NTP mode operation. 
Default:  Disabled. 

Server #: Provide the IPv4 or domain address of an NTP server. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page is used to copy the current running-config to the specified file.  

Select Destination File: The file to copy running-config to. Available options are: 

startup-config: Ensures that the currently active configuration will be used at the next reboot . 
Create New File: Copies the running-config to a brand new file. 

Destination File Name:  If "Create New File" is selected, enter the name of the new file here. 

Buttons  

 
Saves the current running configuration to the selected destination.  

 

You can restart the switch on this page. 

Restart: Click to restart device. 
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Resets the switch's configuration to factory defaults except for any of the selected items. This only 
affects the current configuration. A save must be performed to retain these changes after a power cycle 
or reboot. 

The new configuration is available immediately, which means that no restart is necessary. 

Keep current IP address and subnet mask for VLAN 1: Enable or disable to retain the existing IP 
address and subnet mask for VLAN 1. 
Default:  Enabled 

Keep current user names, passwords, and RADIUS configuration: Enable or disable to retain the 
existing user names, passwords, and RADIUS configuration. 
Default:  Enabled 

Keep currently stored SNMP settings:  Enable or disable to retain the existing SNMP settings. 
Default:  Enabled 

Keep currently stored Port Security settings:  Enable or disable to retain the existing Port Security 
settings. 
Default:  Enabled 

 

You can use this page to upload a file from the web browser to all the files on the switch, except 
default-config which is read-only. 

Action: The import action to take. Available options are: 

Replace: The currently selected configuration is fully replaced with the configuration in the 
uploaded file. 

Merge: The uploaded file is merged into the currently selected configuration. 
Create New File: Uploads the file as a new file in the flash file system of the switch. If the flash file 

system is full, it is not possible to create new files. Instead, an existing file must be overwritten, 
or another file must be deleted. 

Protocol: Select the protocol used to transfer files onto the switch. Available options are: 

HTTPS 
TFTP 

Server: If TFTP is the selected protocol, specify the IP address of the server. 

File Name: If TFTP is the selected protocol, specify the exact file name to upload with file type 
extension. File names are case-sensitive. 
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Select Destination File: If the Replace or Merge action is selected, select the name of the 
configuration file to act upon.  

Destination File Name:  If the Create New File action is selected, enter the name of the file you wish 
to create. 

Buttons  

 
Starts the configuration file upload. 

 

You can use this page to export any of the files on the switch through the web browser. 

File Name: Select the name of the file on the switch to export.  

Protocol:  Select the protocol used to export files from the switch. Available options are: 

HTTPS 
TFTP 

Server: If TFTP is the selected protocol, specify the IP address of the server. 

Destination File Name:  If TFTP is the selected protocol, specify the file name you wish to export the 
file as. 

Buttons  

 
Starts the download of the configuration file.  
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This page allows you to manage all of the files currently on the switch. From here, you can click on the 
checkbox to the left of the file name to select it and then click on the delete button to remove it from the 
switch or the copy button to perform a cop y operation. 

Buttons  

 Copy selected entry. 

 Delete the selected entry. 

 
Applies the changes to the device. 

 

This page provides information about the active and alternate (backup) firmware images in the device, 
and allows you to revert to the alternate image. 

The web page displays two tables with information about the active and alternate firmware images. 
Note:  

If the alternate image is active (due to a corruption of the primary image or by manual 
intervention), uploading a new firmware image to the device will automatically use the 
active/ primary image slot. The active firmware before the upload will become the new 
alternate. 

The firmware version and date information may be empty for older firmware releases. This 
does not constitute an error . 

Image: This field displays 'Primary' for the active image, or 'Backup' for the alternate image. 

Version: The version of the firmware image. 

Date: The date when the firmware was produced. 
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Buttons  

 
This button activates the alternate firmware image, swapping the active/primary and alternate/backup 
images. 

 

This page facilitates an update of the firmware controlling the switch. The status of the firmware update 
will be displayed once an upload has been initiated. After some time, the firmware update is complete and 
the switch will restart, and the user will be logged out. 

Warning:  While the firmware update is in progress, the front LED flashes green. Do not restart 
or power off the device at this time or the switch may fail to function afterwards.  

Protocol:  

This field indicates the protocol to be used for transfers. Available options are: 
HTTPS: Selecting HTTPS disables the 'Server' and 'File Name' fields, and displays a 'Browse' 

button to select a file.  
TFTP: Selecting TFTP enables the 'Server' and 'File Name' fields, and the 'Browse' button is 

hidden. 
Default:  HTTPS 

Server: This field is the IP address of the TFTP server. 

File Name: This field is the name of the file to be transported and flashed onto the switch. File names 
are limited to a maximum length of 63 characters. 

Browse: When HTTPS is selected, click this button to browse for the location of the firmware image 
to upload. 

Buttons  

 
This button updates the firmware with the currently selected image.  
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This page displays the CPU load. 
The load is measured as averaged over the last 100ms, 1sec and 10 seconds intervals. The last 120 

samples are graphed, and the last numbers are displayed as text as well. 

Buttons  

 Automatic refresh occurs every 3 seconds. 

 Click to refresh the values on the page. 
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This page allows you to issue ICMP (IPv4) PING packets to troubleshoot IP connectivity issues. 
You can configure the following parameters for the test:  

Hostname or IP address: The address of the destination host, either as a symbolic hostname or an IP 
Address. 

Payload Size: Determines the size of the ICMP data payload in bytes (excluding the size of Ethernet, 
IP and ICMP headers). The default value is 56 bytes. The valid range is 2-1452 bytes. 

Payload Data Pattern: Determines the pattern used in the ICMP data payload. The default value is 0. 
The valid range is 0-255. 

Packet Count: Determines the number of PING requests sent. The default value is 5. The valid range 
is 1-60. 

TTL Value: Determines the Time-To-Live (TTL) field value in the IPv4 header. The default value is 64. 
The valid range is 1-255. 

VID for Source Interface:  This field can be used to force the test to use a specific local VLAN interface 
as the source interface. Leave this field empty for automatic selection based on routing configuration. 
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Note:  You may only specify either the VID or the IP Address for the source interface. 

Source Port Number: This field can be used to force the test to use a specific local interface with the 
specified port number as the source interface. The specified port must be configured with a suitable 
IP address. Leave this field empty for automatic selection based on routing configuration.  

Note:  You may only specify either the Source Port Number or the IP Address for the source 
interface. 

IP Address for Source Interface: This field can be used to force the test to use a specific local 
interface with the specified IP address as the source interface. The specified IP address must be 
configured on a local interface. Leave this field empty for automatic selection based on routing 
configuration. 

Note:  You may only specify either the VID or the IP Address for the source interface. 

Quiet (only print result):  Checking this option will not print the result of each ping request but will 
only show the final result. 

After you press , ICMP packets are transmitted, and the sequence number and round trip time are 
displayed upon reception of a reply. 
The amount of data received inside of an IP packet of type ICMP ECHO_REPLY will always be 8 bytes 
more than the requested payload data size (the difference is the ICMP header).  

Buttons  

 Click to start transmitting ICMP packets. 
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This page allows you to perform a traceroute test over IPv4 towards a remote host. Traceroute is a 
diagnostic tool for displaying the route and measuring transit delays of packets across an IPv4 network. 

You can configure the following parameters for the test:  

Hostname or IP address: The destination IP Address. 

DSCP Value: This value is used for the DSCP value in the IPv4 header. The default value is 0. The 
valid range is 0-63. 

Number of Probes Per Hop: Determines the number of probes (packets) sent for each hop. The 
default value is 3. The valid range is 1-60. 

Response Timeout: Determines the number of seconds to wait for a reply to a sent request. The 
default number is 3. The valid range is 1-86400. 

First TTL Value: Determines the value of the Time-To-Live (TTL) field in the IPv4 header in the first 
packet sent. The default number is 1. The valid range is 1-30. 

Max TTL Value: Determines the maximum value of the Time-To-Live (TTL) field in the IPv4 header. If 
this value is reached before the specified remote host is reached the test stops. The default number is 
30. The valid range is 1-255. 

VID for Source Interface:  This field can be used to force the test to use a specific local VLAN interface 
as the source interface. Leave this field empty for automatic selection based on routing configuration. 

Note:  You may only specify either the VID or the IP Address for the source interface. 

IP Address for Source Interface: This field can be used to force the test to use a specific local 
interface with the specified IP address as the source interface. The specified IP address must be 
configured on a local interface. Leave this field empty for automatic selection based on routing 
configuration. 

Note:  You may only specify either the VID or the IP Address for the source interface. 

Use ICMP Instead of UDP: By default the traceroute command will use UDP datagrams. Selecting this 
option forces it to use ICMP ECHO packets instead. 
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Print Numeric Addresses: By default the traceroute command will print out hop information using a 
reverse DNS lookup for the acquired host IP addresses. This may slow down the display if the DNS 
information is not available. Selecting this option will prevent the reverse DNS lookup and force the 
traceroute command to print numeric IP addresses instead. 

Buttons  

 Click to start sending packets. 
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This page displays all currently active, unresolved alarms and provides the following detailed 
information.  

Note:  Once an alarm is cleared it is no longer present in the Active table. 

ID: The ID number of the alarm. Though this Active ID matches the alarm's History ID so that it can be 
used to locate the alarm in History, alarm IDs are separate from and not related to Syslog IDs. 

System Uptime: The length of time from the previous boot of the switch until the alarm was triggered.  

Time: The time at which the alarm was triggered. 

Component: The component in the system exhibiting the alarm. 

LED Activated: Indicates whether or not the alarm set the status LED to an active error condition. 

Contact Relay Triggered: Indicates whether or not the alarm triggered the Contact Relay. 

Description:  The description of the alarm. 

Buttons  

 Automatic refresh occurs every 3 seconds. 

 Click to refresh the values on the page. 

 

This page displays a log of all alarms and provides the following detailed information. 

ID: The ID number of the alarm. If the alarm is currently active, this History ID matches the alarm's 
Active ID, but alarm IDs are separate from and not related to Syslog IDs. 
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State: The current state of the alarm. 

Active - The alarm is currently present. 
Clear - The alarm is no longer present. 

System Uptime: The length of time from the previous boot of the switch until the alarm was triggered.  

Time: The time at which the alarm was triggered. 

Component: The component in the system with an alarm. 

Description:  The description of the alarm. 

Buttons  

 Automatic refresh occurs every 3 seconds. 

 Click to refresh the values on the page. 

 

This page allows you to configure which events trigger an alarm and alarm indicators. 

Contact Relay Status: The current status of the contact relay. Possible states: 

Open 
Closed 
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Contact Relay Operation:  

Configure the contact relay state. Possible values are: 
Close On Alarm 
Open On Alarm 

Default:  Close On Alarm 

Alarms: List of configurable alarms. 

Power DC V1: Triggered if the primary Voltage drops below 9 volts. 
Power DC V2: Triggered if the secondary Voltage drops below 9 volts. 
Port Link Down:  Triggered when a link on a previously linked port is dropped. 
Port Usage: Triggered when port usage is outside of the specified threshold. 
N-RingƢ Breaks: Triggered when the N-Ring Manager detects a break in the ring. 
N-Ring Unexpected Manager: Triggered when the N-Ring Manager detects another N-Ring 

Manager in the ring. 

Alarm configurations:  

The alarm configurations allow the user to determine what indicators to enable when an alarm 
occurs. 
Enabled: Enable or disable triggering of the alarm. 

Default:  Enabled for Port Usage, N-Ring Breaks, and N-Ring Unexpected Manager; otherwise 
Disabled. 

LED: Enable or disable triggering of the Status LED to indicate the presence of an alarm. 
Default:  Enabled for Port Usage, N-Ring Breaks, and N-Ring Unexpected Manager; otherwise 

Disabled. 
Contact Relay: Enable or disable triggering of the Contact Relay to indicate the presence of an 

alarm. 
Default:  Enabled for Port Usage, N-Ring Breaks, and N-Ring Unexpected Manager; otherwise 

Disabled. 
Event Log: Enable or disable logging of events to the Syslog. 

Default:  Enabled for all Alarms. 
Event Severity: 

The severity level assigned to the logged event. 
Informational:  Used to provide general information. 
Notice:  Used to provide information that may require a response. 
Warning:  Used to provide information that should be addressed at the earliest 
convenience. 
Error: Used to provide information about an error condition that needs to be addressed 
immediately. 

Default : Warning 

Buttons  

 
Toggle automatic reloading of the page every 3 seconds. Note: Disable automatic reloading when 
modifying configurations.  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 



Chapter 6   Alarms Drawing No. LP1183 

Alarms Revision C 

 60 NT5000 Gigabit Managed Ethernet Switches 

 

This page allows the user to configure the alarm conditions for each port. The usage ranges below apply 
to both incoming traffic and outgoing traffic on the port. If either raise above or fall below the set range 
the alarm will activate. 

Port: The number of the individual port to configure.  

Low: Set the minimum allowed port usage before an alarm is raised. Alarm occurs when the usage 
drops below the set value. The allowed range is 0 to 100. 

Default:  0 

High: Set the maximum allowed port usage before an alarm is raised. Alarm occurs when the usage 
rises above the set value. The allowed range is 0 to 100. 

Default:  100 

Buttons  

 
Applies the changes to the device. 

 Click to refresh the values on the page. 
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Displays the most recent events since the latest system startup or since the log was cleared. The event 
log, which may be filtered, can contain approximately 100 entries depending on individual message size. If 
the event log becomes full, new entries will overwrite the oldest entries.  

Level: 

Display events from the log with the selected severity level. Possible values are: 
All: Display all events. 
Informational:  General informational events. 
Notice:  Events that are unusual but not error conditions. 
Warning:  Not an error, but an indication that an error may occur if action is not taken. 
Error: Urgent failure in a redundant or non-redundant component, protocol, interface or feature, 

which should be corrected immediately. 
Default:  All 

Notifications Only:  Display only events from the log which were triggered by notifications.  
Default: Disabled 

ID: The sequence number indicating the order of the events. 

Level: The severity of the event. Possible values are: 

Informational  
Notice 
Warning 
Error 

System Upt ime: The total time elapsed since the switch was turned on or rebooted when the event 
was logged. 

Time: The date/time when the event was logged. 
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Description:  A description of the event or condition logged. When applicable it includes the feature, 
protocol, interface or system service of the switch that logged the event.  

Buttons  

 Click to export the displayed events from the log. 
The displayed events may be exported from the switch by using the export button. Clicking the export 
button will bring up the Export Events window, which may be used to specify how the events will be 
exported, including: 
 Protocol:  Select the protocol used to export from the switch, either HTTPS or TFTP. 
 Server: If TFTP is selected, specify the address of the server the events will be exported to. 
 File Name: Specify the name of the exported file containing the events. 

 Click to delete the displayed events from the log. 

 Click to refresh the values on the page. 

 

This page allows you to configure the sending of events from the event log, in the form of Syslog 
messages, to Syslog collectors (also known as Syslog servers). 

Enabled: Enable or disable the sending of Syslog messages to collectors. 
Default:  Disabled 

Facility: Indicates the Syslog facility value with which Syslog messages will be tagged. 
Default:  (23) - Local Use 7 

IP Address: Indicates the IPv4 host address of a Syslog collector.  

UDP Port Number:  Indicates the UDP port to which Syslog messages are sent. 
Default:  514 

Minimum Severity:  

Indicates the severity of messages that will be sent. Possible values are: 
Informational:  Send messages with a severity of Informational, Notice, Warning, or Error. 
Notice:  Send messages with a severity of Notice, Warning, or Error. 
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Warning:  Send messages with a severity of Warning or Error. 
Error: Send messages with a severity of Error. 

Default:  Informational  

Send Events: Enable or disable sending Syslog messages to the Syslog collector. 
Default: Disabled 

Originator IP Address: Indicates the IP address of the switch as seen by the collector.  Syslog 
messages sent to the collector will include this IP address as the Originator.  This value is only 
provided for enabled collectors. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

This page allows for the configuration of JSON-RPC notifications to be logged into the syslog. 

Name: The name of the notification entry to be logged. A valid name contains only alphanumeric 
characters or underscores and the first character cannot be numerical. 

Level: The severity level of the event that is logged when the notification is triggered.  

Source: The notification source which will trigger the creation of a syslog entry.  

 

Buttons  

 Add new notification entry.  

 Delete selected notification entries.  
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 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page allows you to inspect the current status of each port and to configure its options. 

Port:  This is the logical port number for this row. 

PVID: This is the PVID for this port. 
Default:  1 

User Label: This is the user label for this port. 

Enabled: Enables or disables the switch port operation. 
Default:  Enabled 

Link Status: Provides the current link speed of the port. Possible values are: 

1000/F  
100/ F 
100/ H 
10/ F 
10/ H 
Down 

Speed/Duplex:  

Selects any available link speed for the given switch port. Only speeds supported by the specific 
port are shown. Possible speeds are: 
Auto:  Port auto-negotiates speed and duplex with the link partner and selects the highest speed 

that is compatible with the link partner.  
1000/F:  Forces the port to 1 Gbps full duplex mode. 
100/F:  Forces the port to 100 Mbps full duplex mode.  
100/H:  Forces the port to 100 Mbps half duplex mode. 
10/F:  Forces the port to 10 Mbps full duplex mode.  
10/H:  Forces the port to 10 Mbps half duplex mode. 

Default:  Auto 
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State: Shows the current port operational state. Possible states are: 

Mirror:  
Reflector 
Destination 

N-RingƢ: 
Forwarding 
Discarding 

LLAG#: 
Forwarding 
Disabled 

STP, RSTP, or MSTP: 
Disabled 
Discarding 
Learning 
Forwarding 

LLAG# + STP, RSTP, or MSTP: 
Disabled 
Discarding 
Learning 
Forwarding 

802.1x: 
Forwarding 
Disabled 
Authenticated  
Unauthenticated 
Link Down 

Loop Protection:  
Shutdown 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 



Drawing No. LP1183 Chapter 7   Ports and VLANs 

Revision C Ports 

NT5000 Gigabit Managed Ethernet Switches 67  

 

This page allows you to inspect the current status of each port and to configure its options. 

Port:  This is the logical port number for this row. 

Adver. Speed: When Speed is not set to Auto, the port will only advertise the specified speeds (10M, 
100M, 1G) to the link partner.  
Default:  The port will advertise all the supported speeds if speed is set as Auto. 

Adver. Duplex: When duplex is not set to Auto, the port will only advertise the specified duplex as 
either full duplex (Fdx) or half duplex (Hdx) to the link partner. 
Default:  The port will advertise all the supported duplexes if the Duplex is Auto. 

Excessive Collision:  

Configure port transmit collision behavior. Options are: 
Discard: Discard frame after 16 collisions. 
Restart: Restart backoff algorithm after 16 collisions. 

Default:  Discard 

Fastboot: Enable or disable Fastboot. Fastboot allows a port to pass traffic through the switch within 
a few seconds of boot up, before protocols have been initialized. Do not enable Fastboot on ports 
where loops can be created or security is required at boot up.  
Default:  Disabled 

Max Size (MTU): The maximum frame size allowed for the switch port, including FCS. The range is 
1518-10240 bytes. 
Default:  10240 

Length Check: Enable or disable to configure if frames with incorrect frame length in the 
EtherType/Length field shall be dropped. An Ethernet frame contains a field EtherType which can be 
used to indicate the frame payload size (in bytes) for values of 1535 and below. If the 
EtherType/Length field is above 1535, it indicates that the field is used as an EtherType (indicating 
which protocol is encapsulated in the payload of the frame). When enabled, frames with payload size 
less than 1536 bytes are dropped, if the EtherType/Length field does not match the actually payload 
length. When disabled, frames are not dropped due to frame length mismatch. 
Default:  Disabled 
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Note:  No drop counters count frames dropped due to frame length mismatch. 

Flow Control:  Enable or disable flow control. When FC (802.3x Flow Control) is enabled on a port, 
then the port will both generate and send pause frames to its link partner, as well as recognize and 
respond to pause frames from its link partner in an attempt to prevent packets from being dropped. 
When enabled, the port generates and sends pause frames to its link partner when the link partner is 
sending traffic that would otherwise be dropped due to the egress port's capacity being exceeded 
when forwarding the traffic to its destination. Refer to the IEEE 802.3x standard regarding operation 
and exceptions. 
Flow control and PFC cannot both be enabled on the same port. 
Default:  Disabled 

Priority Flow Control:  Enable or disable priority flow control. When PFC (802.1Qbb Priority Flow 
Control) is enabled on a port, then flow control on a priority level is enabled. Through the Priority 
field, a range of priorities (one or more) can be configured, e.g. '0-3,7' which equals '0,1,2,3,7'. PFC is 
not supported through auto negotiation.  
PFC and Flow Control cannot both be enabled on the same port. 
Default:  Disabled 

Note:  PFC is not available on all switch models. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

Mirroring is a feature which sends copies of network frames from one port (Rx, Tx, or both) to another 
port and is often used by administrators in conjunction with a port analyzer to monitor network traffic 
and analyze or debug network issues. 

Remote Mirroring extends the function of Mirroring in that the network frames can be copied to a port 
on a separate (Remote) switch in the network, allowing administrators to analyze network traffic on other 
switches. Note:  Ports that are used to connect the Remote Mirroring Source and Destination switches are 
usually referred to as intermediate ports  and need to be added to the Remote VLAN ID in use (configured 
to egress tagged) as well as disable MAC Table (FDB) learning to perform Remote Mirroring. 

Sessions: Session ID to configure. 
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Enabled: Enable or disable the Mirror or Remote Mirroring session. 
Default:  Disabled 

Type:  

Select switch type. The possible Types are: 
Mirror:  Enables the Source Ports, Source VLANs, and Destination Ports Fields to configure 

mirroring traffic from one or more source ports or VLANs to a single destination port on the 
same switch. 

Remote Mirroring Source:  Enables the Source Ports, Source VLANs, Remote VLAN ID, and 
Reflector Port fields to configure mirroring traffic from one or more source ports or VLANs to 
a remote VLAN using the provided reflector port.  

Remote Mirroring Destination:  Enables the Destination Ports and Remote VLAN ID fields to 
configure one or more destination ports for remotely mirrored traffic from the specified 
Remote VLAN ID. 

Default:  Mirror  

Source Ports: Used for Types Mirror  and Remote Mirroring Source  to specify the source ports to be 
mirrored. Each source port can be specified to mirror Rx (only received frames), Tx (only transmitted 
frames), or Rx/Tx (both received and transmitted frames). Either source ports or source VLANs can be 
specified, but not both. The exception is that only the CPU port may also be mirrored while mirroring 
VLANs. 

Source VLANs: Used for Types Mirror  and Remote Mirroring Source  to specify the source VLANs to 
be mirrored. VLAN frames ingressing the switch are mirrored. VLAN frames egressing the switch are 
not mirrored. Either source ports or source VLANs can be specified, but not both. The exception is 
that only the CPU port may also be mirrored while mirroring VLANs. 

Destination  Ports: Used for Types Mirror  and Remote Mirroring Destination . When the Type is 
Mirror , one destination port may be specified to receive copied traffic from the same switch. When 
the Type is Remote Mirroring Destination , one or more destination ports may be specified to receive 
remotely mirrored traffic from another switch.  

Note:  Each destination port needs to disable MAC Table (FDB) learning. 

Remote VLAN ID: Used for Types Remote Mirroring Source  and Remote Mirroring Destination  to 
specify the Remote VLAN ID used for this remote mirroring session. 
Default:  200 

Reflector Port:   

Used for Type Remote Mirroring Source  to specify the reflector port which redirects the mirrored 
traffic to a specified Remote VLAN ID which is intended to be received by a separate (Remote) 
switch on the network (Remote Mirroring Destination).  
Note:  

The reflector port is only supported on copper ports.  
The reflector port needs to disable MAC Table (FDB) learning and the Spanning Tree 

protocol.  
Any device connected to a port set as a reflector port loses connectivity until the Remote 

Mirroring is disabled. 
If a port is shut down, it cannot be a candidate for a reflector port.  
If a reflector port is shut down, the remote mirror function cannot work.  

Default:  Port 1 
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Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

Configure the rate limiter for the ACL of the switch.  

ID: The rate limiter ID for the settings contained in the same row and its range is 1 to 16. 

Rate: When the selected Unit is 100pps, valid rates are 0-10920.  
When the selected Unit is 100kbps, valid rates are 0-10000. 

Unit:  Specify the rate unit.The allowed values are: 

100pps: 100 Packets per second 
100kbps: 100 Kilobits per second 

All: All frames will be affected by the pass rate when selected. 

Unicast: Unicast frames will be affected by the pass rate when selected. 

Broadcast: Broadcast frames will be affected by the pass rate when selected. 

Multicast:  Multicast frames will be affected by the pass rate when selected. 



Drawing No. LP1183 Chapter 7   Ports and VLANs 

Revision C Port Diag 

NT5000 Gigabit Managed Ethernet Switches 71  

Ports: Use this section to select the ports the rate limit will apply to.  

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

 

This page displays the bandwidth percentage of all the ports. 
  



Chapter 7   Ports and VLANs Drawing No. LP1183 

Port Diag Revision C 

 72 NT5000 Gigabit Managed Ethernet Switches 

 

This page provides an overview of general traffic statistics for all switch ports. 
The displayed counters are: 

Port:  The logical port for the settings contained in the same row. 

Packets: The number of received and transmitted packets per port. 

Bytes: The number of received and transmitted bytes per port. 

Errors: The number of frames received in error and the number of incomplete transmissions per port. 

Drops: The number of frames discarded due to ingress or egress congestion. 

Filtered:  The number of received frames filtered by the forwarding process. 

Rx: The number of received packets/bytes/errors/drops . 

Tx: The number of transmitted packets/bytes/errors/drops . 

Buttons  

 Automatic refresh occurs every 3 seconds. 

 Click to refresh the values on the page. 

 Click to clear the basic statistics for each port. 



Drawing No. LP1183 Chapter 7   Ports and VLANs 

Revision C Port Diag 

NT5000 Gigabit Managed Ethernet Switches 73  

 

This page provides detailed traffic statistics for a specific switch port. Use the port select box to select 
which switch port details to display.  

The displayed counters are the totals for receive and transmit, the size counters for receive and 
transmit, and the error counters for receive and transmit. 

Note:  "Short" frames are frames that are smaller than 64 bytes, and "long" frames are frames 
that are longer than the configured maximum frame length for this port.  

Packets: The number of received and transmitted (good and bad) packets. 

Octets:  The number of received and transmitted (good and bad) bytes. Includes FCS, but excludes 
framing bits. 

Unicast: The number of received and transmitted (good and bad) unicast packets. 

Multicast:  The number of received and transmitted (good and bad) multicast packets. 

Broadcast: The number of received and transmitted (good and bad) broadcast packets. 

Pause: A count of the MAC Control frames received or transmitted on this port that have an opcode 
indicating a PAUSE operation. 

Receive and Transmit Queue Counters: The number of received and transmitted packets per input 
and output queue. 
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Drops:  

Received Drops:The number of frames dropped due to lack of receive buffers or egress 
congestion. 

Transmit Drops: The number of frames dropped due to output buffer congestion.  

CRC/Alignment:  The number of frames received with CRC or alignment errors. 

Undersize: The number of short frames received with valid CRC. 

Oversize: The number of long frames received with valid CRC. 

Fragments: The number of short frames received with invalid CRC. 

Jabber: The number of long frames received with invalid CRC. 

Filtered:  The number of received frames filtered by the forwarding process. 
Short frames are frames that are smaller than 64 bytes. 
Long frames are frames that are longer than the configured maximum frame length for this port. 

Late/Excessive Collisions: The number of frames dropped due to excessive or late collisions. 

Buttons  

 Click to refresh the values on the page. 

 

This page is used for running the VeriPHY Cable Diagnostics for 10/100 and 1G copper ports. 
Press the "start" button to run the diagnostics. When completed, the page refreshes automatically, and 

you can view the cable diagnostics results in the cable status table. 
Note that VeriPHY is only accurate for cables of length 7-100 meters (25-328 feet). 

10 and 100 Mbps ports will be linked down while running VeriPHY. Therefore, running VeriPHY on a 10 
or 100 Mbps management port will cause the switch to stop responding until VeriPHY is complete. 

Port  Drop Down : Select the port for which you are requesting VeriPHY Cable Diagnostics. 

Pair: For each port, 4 cable pair results are returned (A, B, C, and D) indicating each cable pair's status: 
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OK (solid green square): Correctly terminated pair. 
Open (solid red square): Open pair. 
Short (red square containing a white lightning icon): Shorted pair. 
Cross (red square containing a white "X"): Abnormal cross-pair coupling. 
Length: The length (in meters) of the cable pair appears under each icon. The resolution is 3 

meters. 

Buttons  

 Click to refresh the values on the page. 

 Begin VeriPHY cable diagnostics for the port(s) selected in the drop down. 

 

This page allows you to assign ports to VLAN Groups and to configure, for each port/VLAN pair, 
whether or not frames egressing a port have a VLAN tag. 

Note: Protocols such as Port Remote Mirroring, Spanning Tree, and 802.1X Port Security can 
add to or override these VLAN settings. 

Select a VLAN Group row to highlight the group's member ports in the logical view. 
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To modify a °­³ºŻ´ E2 6 ªXªMX³´| °, click the cell in the table for the corresponding VLAN and port. 
Clicking multiple times cycles through the options detailed in the "Port Membership Table" section below. 
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Row selection column: Click on the checkbox to select the VLAN group. Click again to de-select. 
Default:  The first row is selected when a page is loaded. 

ID: VLAN identification in the range 1 - 4094. 

Name: A user-friendly VLAN name. The name is at most 32 characters long. 

Port Membership Table: This table configures the port membership of a VLAN as well as if frames will 
egress with or without a VLAN tag. 

Outlined Cell:  The port is a VLAN group member. Frames egress without  a VLAN tag. 
Filled Cell: The port is a VLAN group member. Frames egress with  a VLAN tag. 
Empty Cell: The port is not a VLAN group member. 

Buttons  

 Click to add a new VLAN. 

 Click to delete the selected VLAN. 

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page allows you to configure advanced VLAN settings for ports. 
Note: Protocols such as Port Remote Mirroring, Spanning Tree, and 802.1X Port Security can 

add to or override these VLAN settings. 

Port:  Port is the name of the port to configure the settings . 

PVID: PVID is the Port VLAN ID. Select a VLAN ID from the dropdown menu to set the ports PVID. 
Only created VLANs will appear in the dropdown. 

Force to PVID: Specifies whether or not to replace the VID tag of ingress frames with the PVID. 

Filtering:  If ingress filtering is enabled, an ingressing frame is discarded if the frame is classified to a 
VLAN that the ingress port is not a member of. If ingress filtering is disabled, an ingressing frame is 
accepted and forwarded to the VLAN it is classifed to, even if the ingress port is not a member of that 
VLAN. 

Note:  A port will never transmit frames classified to a VLAN that the port is not a member of.  

Acceptance: Specifies whether or not ingressing frames must be tagged or untagged (or either) to be 
accepted. Unaccepted frames are discarded. 

Tagged and Untagged: Both, tagged and untagged frames are accepted on ingress. 
Tagged Only: Only tagged frames are accepted on ingress. 
Untagged Only: Only untagged frames are accepted on ingress. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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The entries in the FDB are shown in this table. They are sorted first by VLAN ID and then by MAC 
address. 

If desired, the entries may be filtered by VLAN with the filter drop down above the entries.  

VLAN ID: VLAN ID is the ID of the VLAN where the MAC Address was detected. 
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VLAN Name: VLAN Name is the name of the VLAN where the MAC Address was detected. 

MAC Address: Mac Address indicates the MAC address of the entry. 

Type: Type indicates whether the entry is a static or a dynamic entry. 

CPU: CPU indicates whether or not the frame is forwarded to the CPU. 

Ports: Ports indicate to which ports the traffic for the destination MAC/VLAN will forward.  

Buttons  

 Click to erase all dynamic entries. 

 Automatic refresh occurs every 3 seconds. 

 Click to refresh the values on the page. 

 

By default, dynamic entries are removed from the FDB after 300 seconds. This timed removal is also 
called aging. 

Configure the aging time by setting the following values: 

Enabled: Enable or disable the automatic aging of dynamic entries. 

Aging Time: Configure the aging time by entering a value here in seconds; for example, 600 seconds. 
The allowed range is 10 to 1000000 seconds. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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Each port learns source MAC addresses based upon the following settings: 

Disabled: Learning is disabled. 

Auto: Learning is enabled and done automatically as soon as a frame with an unknown Source MAC is 
received. 

Secure:  

Learning is disabled for all MACs on this port. All traffic ingressing into a secure port is dropped 
unless there is a static FDB entry with a matching Source MAC and port. 
Note:  Make sure that the link used for managing the switch is added to the Static FDB Entries 

before changing to secure learning mode, otherwise the management link is lost and can only 
be restored by using another non-secure port or by connecting to the switch  via the serial 
console. 

If the learning mode for a given port is greyed out, another module is in control of the mode, so 
that it cannot be changed by the user. An example of such a module is the MAC-Based 
Authentication under 802.1X.  

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This table allows the configuration of VLANs as learning disabled. When a new MAC arrives into a 
VLAN where learning has been disabled, the MAC will not be recorded. By default all VLANs are created 
with learning enabled. 

Disabled: If selected learning is disabled on this VLAN. 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

This page allows for the addition and deletion of static FDB entries. 
The entries are sorted first by VLAN ID and then by MAC address. 
When adding a static entry, configure it by setting the following values: 

Row selection column: Click on the checkbox to select the row. Click again to de-select. 
Default:  The first row is selected when a page is loaded. 

VLAN: The VLAN ID/Name of the entry.  

MAC Address: The MAC address of the entry. 

Ports: Traffic for the destination MAC/VLAN will be forwarded to this port.  
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Buttons  

 Click to add a new static entry to the FDB. 

 Click to delete the selected static entry from the FDB.  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 

 

This page is used to see the status of ports in an aggregation group. 

ID: The aggregation ID associated with this aggregation group. 

Name: Name of the aggregation group. 

Type: Type of the aggregation group. Available types are: 

Static 
LACP (Active) 
LACP (Passive) 

Speed: Speed of the aggregation group. Possible speeds are: 

10M 
100M  
1G 

Configured Ports:  Configured member ports of the aggregation group. 

Aggregated Ports: Aggregated member ports of the aggregation group. These are ports that have 
negotiated an active aggregation link with another switch or router.  

Buttons  

 Click to refresh the values on the page. 

 Automatic refresh occurs every 3 seconds. 
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This page is used to configure the aggregation groups. 
Note:  When saving, a group with a mode of Disabled will not save any ports to that group, even 

if they are checked. 

Group Name: Indicates the name of the aggregation group for the settings contained in the same row. 
Group Name "Normal" indicates there is no aggregation. Only one group name is valid per port. 

Ports: Checkboxes indicate to which aggregation group a port is assigned. If a port appears in the 
"Normal" row, it is not assigned to an aggregation group. 
Check a box to include a port in an aggregation group, or uncheck a box to remove the port from the 
aggregation group. By default, no ports belong to any group. 
Only full duplex ports can join an aggregation group and ports must be in the same speed in each 
group. If in an aggregation group, a port can only exist in one group at a time. 

Mode:  

This parameter determines the mode for the aggregation group. Available modes are: 
Disabled: The group is disabled. 
Static: The group operates in static aggregation mode. 
LACP (Active): The group operates in LACP active aggregation mode. See IEEE 801.AX-2014, 

section 6.4.1 for details. 
LACP (Passive): The group operates in LACP passive aggregation mode. See IEEE 801.AX-2014, 

section 6.4.1 for details. 
Default:  Disabled 

Revertive: This parameter only applies to LACP-enabled groups. It determines if the group will 
perform automatic link (re-)calculation when links with higher priority become available. 
Default:  Enabled 

Max Bundle: This parameter only applies to LACP-enabled groups. It determines the maximum 
number of active bundled LACP ports allowed in an aggregation. 
Default:  Maximum Number of Ports on Board 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page is used to configure the link aggregation hashing algorithm which determines the destination 
port of the link aggregation group a frame will be transmitted out of. The value of the contributor comes 
from the the frame being transmitted . 

For best traffic distribution among the LAG member ports, enable all contributions to the aggregation 
hash. 

Source MAC Address: Enable or disable the use of the frame's Source MAC address as a hashing 
algorithm contributor.  
Default:  Enabled 

Destination MAC Address:  Enable or disable the use of the frame's Destination MAC address as a 
hashing algorithm contributor. 
Default:  Enabled 

IP Address: Enable or disable the use of the frame's IP address as a hashing algorithm contributor. 
Default:  Enabled 

TCP/UDP Port Number:  Enable or disable the use of the frame's TCP/UDP Port Number as a hashing 
algorithm contributor.  
Default:  Enabled 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page provides a status overview for the system-level LACP information. 

Local System ID: This table displays both the local system priority and the local system MAC address 
which forms the local LACP System ID. 

Partner System Status: This table displays the partner system information for each LACP aggregation 
group. The available information is: 

Aggregation ID: The Aggregation ID associated with this aggregation group. 
Aggregation Name: The Aggregation Name associated with this aggregation group. 
Partner System ID: The System ID (MAC address) of the aggregation partner. 
Partner Priority:  The priority that the partner has assigned to this aggregation group. 
Partner Key: The Key that the partner has assigned to this aggregation group. 
Last Changed: The time that has elapsed since a change occurred in this aggregation group. 
Local Ports: Shows which ports are a part of this aggregation for this switch. 

Buttons  

 Click to refresh the values on the page. 

 Automatic refresh occurs every 3 seconds. 
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This page allows the user to inspect the current LACP port configurations and possibly change them as 
well. 

System Priority:  LACP system priority value between the range of 1-65535. 
Default:  32768 

Port:  The switch port number. 

LACP Enabled: Shows whether LACP is currently enabled on this switch port. The LACP Enabled flag 
is only set when ports are connected to another LACP Active device. 

Timeout:   

Controls the period between BPDU transmissions. Possible values are: 
Fast: Transmits LACP packets each second 
Slow: Waits 30 seconds before sending an LACP packet 

Default:  Fast 

Priority: Controls the priority of the port with a value between the range 1 -65535. If the LACP 
partner wants to form a larger group than what is supported by this device, this parameter will control 
which ports will be active and which ports will be in a backup role. A lower number means greater 
priority.  
Default:  32768 

Buttons  

 Click to refresh the values on the page. 

 
Applies the changes to the device. 
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This page provides a status overview for the LACP internal (i.e. local system) status for relevant ports. 
Only ports that are part of an LACP group are shown. 

For details on the shown parameters, please refer to IEEE 801.AX-2014. 

Port : The switch port number. 

State: The current port state. Possible states are: 

Down : The port is not active. 
Active : The port is in active state. 
Standby: The port is in standby state. 

Key: The key assigned to this port. Only ports with the same key can aggregate together. 

Priority : The priority assigned to the aggregation group. 

Activity : The LACP mode of the group. Possible modes are: 

Active 
Passive 

Timeout : The timeout mode configured for the port. Possible modes are: 

Fast 
Slow 

Aggregation: Indicates whether the system considers this link to be 'aggregateable,' i.e. a potential 
candidate for aggregation. 

Synchronization: Indicates whether the system considers this link to be 'IN_SYNC,' i.e. it has been 
allocated to the correct LAG, the group has been associated with a compatible Aggregator, and the 
identity of the LAG is consistent with the System ID and operational Key information transmitted.  

Collecting: Indicates if collection of incoming frames on this link is enabled. 

Distributing : Indicates if distribution of outgoing frames on this link is enabled. 

Defaulted : Indicates if the Actor's Receive machine is using Defaulted operational Partner 
information.  

Expired: Indicates if the Actor's Receive machine is in the EXPIRED state. 
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Buttons  

 Click to refresh the values on the page. 

 Automatic refresh occurs every 3 seconds. 

 

This page provides a status overview for the LACP neighbor status for relevant ports. Only ports that 
are part of an LACP group are shown. 

For details on the shown parameters please refer to IEEE 801.AX-2014. 

Port : The switch port number. 

State: The current port state. 

Down : The port is not active. 
Active : The port is in active state. 
Standby: The port is in standby state. 

Aggregation ID: The aggregation group ID which the port is assigned to. 

Aggregation Name: The name of the aggregation group which the port is assigned to. 

Partner Key: The key assigned to this port by the partner. 

Partner Port : The partner port number associated with this link. 

Partner Priority : The priority assigned to this partner port. 

Activity : The LACP mode of the group. Possible modes are: 

Active 
Passive 

Timeout : The timeout mode configured for the partner port. Possible modes are: 

Fast 
Slow 

Aggregation: Indicates whether the partner considers this link to be 'aggregateable,' i.e. a potential 
candidate for aggregation. 

Synchronization: Indicates whether the partner considers this link to be 'IN_SYNC,' i.e. it has been 
allocated to the correct LAG, the group has been associated with a compatible Aggregator, and the 
identity of the LAG is consistent with the System ID and operational Key information transmitted.  
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Collecting: Indicates if collection of incoming frames on this link is enabled. 

Distributing : Indicates if distribution of outgoing frames on this link is enabled. 

Defaulted : Indicates if the partner's Receive machine is using Defaulted operational Partner 
information.  

Expired: Indicates if the partner's Receive machine is in the EXPIRED state. 

Buttons  

 Click to refresh the values on the page. 

 Automatic refresh occurs every 3 seconds. 

 

This page provides an overview for LACP statistics for all ports. 

Port : The switch port number. 

LACP Received: Shows how many LACP frames have been received at each port. 

LACP Transmitted: Shows how many LACP frames have been sent from each port. 

Discarded: Shows how many unknown or illegal LACP frames have been discarded at each port. 

Buttons  

 Click to refresh the values on the page. 

 Automatic refresh occurs every 3 seconds. 

 Clears the counters for all ports. 

 
  






































































































































































































































































































